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e -~ Syllabus
| AL Gyanmamarl Civanmanjari Institute of Technolopy
. tive Linhies semester-5 (B, Tech)

Subject: Advanced Web Developmen-BET ICE 13321
Type of course: Professional Core

Prerequisite: Basic knowledge of HTML, OS5, JavaScript. PHP, Object-Oriented Programming,
database concepts, and web technologics with logical problem-solving skills is required.

Rationale:

In the era of digitization, the demand for Internet-based applications is surging. driving the need for skilled
dievelopers” adept 0 both front-¢nd amd back-end design. This comprehensive course aims (o immerss
students in the intricacies of web development. empowering them o navigate the dynamic landscape of the
Internet-driven world with confidence. By focusing on both front-end and back-end design principles,
learners will gaim a halistic understanding of the development process. from creating visually engaging
user inlerfaces 1o implementing robust server-sude Tunctronalitics,

Teaching and Examination Scheme:

Teaching Scheme Credis Examination Marks
i Total
1 I T p C SEE CCE Marks
2 : i F 4 10 50 150

Legends, CF-Clasy Room Destractiones: T Tuiorial. P = Proctical; € — Credit; SEE - Semester End
Evalmosion, CCE=Crarvinsons amd Compacivosive Eveluation,

Course Content:

Sr. Yo

No Counrse Content Hrs. Weightage
OOP in PHP
Theory Topics:
Classes, Objects.  Constructors.  Destructors.  Inheritance.  Method

I | Overriding, Abstract Classes & Inerfaces. Traits & Multiple Inheritance, | 18 20
Namespaces & Autoloading. Magic Methods (_ construcl, __ destruct,
cte, ), Excepiion Handling.
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, Practicaf:
|. Create a wser lass with properies (ndmie. gl and ||I'h.|||.,|_'| data |
using a PHP webpage |
2 Create a class with constructor & destructor amd <bow owiput in |
I browser |
3. Bald o stdent class and display student devmls i HTTA L 1able !
4, Create Person (parent) and Student {ehild) closs anmd disploy dars I
using a PHP form
5. Cwvernide a method o display different dashboard messages  Tog
Admin and Uiser roles
6. Create an abstraet Payment class and implement methods for 1P
; and Card payment
7. Creaste an inlerface | CRTIE LSy sl slore II."L_:'\- it @ Telle TEATRETE PHEP
5. Create a troot for database connection and rewse it in multiple classes
1 9. Use multiple trais for validation and loggimge in a form system
10, Create a folder struciure [(models, controllers) and implement
namespace=hased class usapge
| I 1 |rr||'||-e.:|'|'||._::II 'ﬂn[ulll.ul.l.ug |:|=iill|.__' '“'F!'I. anbolomd regisier for sutomalic
class lpading
[ P2 Use  pet{hand _ sct() magic methods m a dynamic torm handler.
I 13, Use  toSiring() method (o display object data in the browser
[ | 14, Create a custom exceplion for database connection failure
[ 15 Hamdle form crrors using trv-caich and display  user-friendly
| messapes
| 6. Create a Logger class to store errors into a text fle
17, Store  user activity  logs  (login,  logout)  using  OOP-based
implementation
[ 18, Develop an OOP-based Student Management System usimg PHE and
My S0L with CRUD operations

Advanced Web Development-BETICEIS321
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Fxampmation Method;

I, . |

N Evolution Maetlels vEE | CCF

[

Debupgeing  and  Implementation  of  C0P-
Bascil PPHP '\Illlli;‘uliull with |'-.\|.'|:'|Iliull
Handling;

Students - will debug and  complere a PHE
application by applving  clisses,  objects, | 20
construciors,  wheritance.  FITMI L
fusrmmtting, and custom exceplion |1.|||-.|I|||g fuu
ol '|..'||i1,]'.1li-:lr|

Optimization of Procedoral PHIE® Cwde Using
Dhjeci=Ohriented Concepis, Traits, amd Magic
Methods:
Students will convert procedural PHP code into
an optimized OOP-based struciure using classes,
(raits, and magikc methods w0 improve code [
readability,  rewsability, and  browser  outpu [
| presentation : _
. Total | 20 | 10

Exoamination Soyle:

I. Debupgging and Implementation of COP-Based PHEF Application
wilh Exceplion Handling (20 Marks):

« Smdents will be given a partially developed PHP progrum
hased on Object-Oriented Programming concepts for managmg
user and student data, They are required (o identify and cornect
logical and structural errors by implementing class and object

o display details in proper HTML format and smplement
exception handhing w0 validate email input using a custom

resull or an appropriole error message using the irv-catch block

2. Optimization of Procedural PHP Code Using Ohject-Oricated

Concepts, Traits, and Magic Methods. (10 Marks):

o Swudents will be given a procedural PHP seript for handling
user data. They are required 1o convert and optimize the scripl
inte a proper Object-Onented structure by creanng  sustable
classes and  improving code reusability.  Students  must
incorporale at least one trail. such as validation or logging, and
use any one magic method 1o enhance functionality. The linal
output  should be cleanly displaved in the browser with

| improved code readability, structure, and maintainability

Advanced Web Development-BETICENS32]

concepls, constructor initialization. and inheritance between |
the User and Student classes. Students must also add a micthod

exception. The fnal output should disploy either the cormect |

TR Oy

| S

Pape 3 oi 13




G ANMANIART INMOVATIVE LINIVERSITY GY AMMANIARI INSTITUTE OF TECH OO0

Ihatabvase commection wsine D)

; Thenry Topnios:

|
Database connection using PDCY, Prepared Statements, 501

P

rilmonit. | ransactusns, Error Hamdling in PO

Prirciicid:

19, Connect PHP with MySCHL asing PDO

20, Create dotwbase & table wsing PHP

2
b |

el |

i

17

28

[riserl data tsing prepared stitement

Fetch data using fetch {)

Feteh all records using fetchAdl)

Llpdite records usimg P

Lhelete records using M0

[miplement search functiomality

Prevemt "\LH I EChinn ||-i|'|:._! |'||1.'|'|:I|'1.'-:! slaflemcms
Llse tramsactions (commil & rollback )

29. Create login svstem using PDO

il

Display data in HTML table
F‘;:'__l||1;|| ion wilth database

Ervor handling using try=-catch in PO

Mini project: Secure CRUD Application

Fsamination Methodl:

Fvolution Methods

Optimization  of  PDO-Based  Database
Chperations with Transactions and Fagination:
Srudents wall UYlnmIAG a PR -based PHP sl
by implemeniing  ransactions,  comemt  and
rollbhack operations, pagination, improved erro
handling. and clean browser autput

Active Learning Activity (ALA): Development
and Deburging of Secore PD-Based CRLUTD
Lpplication:

Crudents wall -!l.'llll'=' anil |.||.".'|.'||.=|'I a secure PEMO-
based CRUD  application  using  preparcd
staternents. proper  dotabase  connection, Lable
creation, inser, fetch, update, delete operanions,
exceplion handiing. and HTML table outpu

Total

il

| 20

- ATAtOVAT)
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Exanimatiove Style:

1. Development and  Debugging of Secore PDO-Based CRUD

Application (20 Marks):

o Sudents will be given o partially implemented PHP application
for managing user records using a database. They are required 1o
identify and corrcct ermors by establishing o proper database
conmection  using PO creatng the regquired  wables.  and
implementing secure CRUD operations such as insert. fetch,
update, and deleie. Surdents must use prepared statements 1o
prevent SOL injection, apply exceplion handling using the try-
catch block, and display records i o proper HTMLL table, The
final output should demonstrate o fully functional, sccure, and
database-driven PHP application

2. Active Learning Activity (ALAJ: Optomization of PC-Hased
Database Operations with Transactions amd  Pagination (10
Marks)

o Students will be given a basic GMIU Web Ponal module
developed usmg PHP and PDXL but the module  lacks
optimization and advanced database handling features. They are
required to improve the module by implementing transactions
with commit and rollback operations for safe data handling.
adding pagination for efficient record displav, and enhancing
error handling. Students must prepare a short PDF  report
including the objective, code changes, screenshols, output, and
conclusion, and upload it on the GMIL Web Portal.

Web Securily and Session Management
Theory Topics:
Form Handling & Validation, Input Sanitczation. File Upload Security.

Sessions & Cookies, Session Hiacking  Prevention, CAPTCHA
Integration,

Practical:

34, Create HTML form with validation.
35, Create HTML form with validation.
3 | 36. Validate form using PHP. I8 2%
37, Sanitize user input. i
38. Implement login form with session.
39, Logowt functionality.

40, Store user data in session,

41. Create cookie and retrieve it.

42 Delete cookie:

43. Secure file upload system.

44, Restrict file tvpes and size.

45, Prevent directory traversal.

Advanced Web Development-BETICEI3321 Page 5 of 13




OY abMANIARI IN\WODWVATIVE UNIVERSITY Ly ARMANIARL INATITUTE CF TECHNOLCHE Y

48, Password haslng usime password hashi),
49, Mini project: Secure Login & Registration System

Examination Method:

:-.r Min, Exvolution Methods

‘ 47, Create registration form with validanion
I
|

Development of Secure PHP-Based Login |
and Registration System with Validation |
and Session Management:

Students will develop o secure PHI® login and |

I registration svstem by implementing | 20 .
validation. inpul  sanitization.  password
hashing, LLRS10H handlimg, coakies,

CAPTCHA, secure file upload. and proper
SUCCESS OF CITOF messages. N
Enhancement of PHP Form Handling with
Input Sanitization, Cookies, aml Scecurity
Practices:

Students will enhance a basic PHI* torm |
handling script by applving input sanitization, |
improved validation, cookie management, |
security practices. and user-friendly  browwser |
DLLRL

1+

Toml| 20 [ 10

Examination Style:

. Development of Secure PHP-Based Login aml  Hegistration
System with Validation and Session Management (20 Marks):

o  Students will be required to develop a secure PHP-based web

apphication that includes wser regesteation and login functionality,

They must implement proper form handling with validation and

input sanitization. Students are required o store user credentials '
securely using password hashing and manage logm and logout |
functionality wsing sessions. They must alse mantain required l

user data wsing sessions and cookies, megrate CAPTCHA for
pdditional  secuntyv. and implement secure file upload  with
restrictions on file tvpe and file size while preventing dircctory
traversal attecks, The fnal application  should  ensure  data
security and display appropriale sUCCess OF SITOr MUssapes

2, Enhancement of PHF Form Handling with Input Sanitization,

Cookics, and Security Practices. (10 Marks):

o  Students will be given a basic PHP form handling script that
lacks proper validution and security practices. They are required
te enhance the script by implementing inpul  sanmbFEtion.

_improving vahdation. managing cookies eflectively. and applying

Advanced Web Development-BETICEIS321 Page 6 of 13
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secure programming practices. The Tinal output should be wser- I
fricndly. secure, properly structured. and should follw secare

Y ANMANIARI INSTITUTE OF TECHMNOLUCH Y

coding standards.
AJAX sl ISON Integration
Theory Topics:
AJAX concepls (svnc va async), Feteh AP J50N encodingdecoding.
AP requests, Client-side & server-side crror handling.

Prociicial:

50. Create simple AJAX request.
51. Fetch data without page reload.
52 Use Fetch APHIGET request).
53, Use Ferch AP {POST request)
54, Send form data via AJAX

35, Display JSON data using JavaScnpt
56, Convert PHP array to JSON.
57, Decode JSON in PHP.

58, Create live search using AJAX,
349, Ureale mio=suggestion sysicim,
60, Handle AJAX errors,

61, Build dynamic dropdown.
62, Load content dvnamically.
63, Validate form using AJAX, I8 208¢
4 ﬁ-l_ "'l.-ﬁlli |'||:||_i1.:|.'lj .-'l. ].r";x-hﬂ.sl:d I]‘Hﬁhi‘hﬂ:]l-l.‘l aiatdy
Examinalion Style:
(S No.,  Evolation Methods SEE | CCE
Development of AJAX-Based Dynamic
Web Application Using Fetch APl and
JSON Handling:
Students will develop a dvnamiee PHP-hased
I web application using AJAX and Fetch APL| 20 -
by implementing GET and POST roquests,
JSON  data handling, live search or awto-
suggestion, dynamic content  loading, and
} proper ermor messages.
I Active Learning Activity  [ALA):
! Optimization of AJAX-Based Application
with JSON Processing and Error Handling:
= Students will optimize a basic AJAX-based | i
o application by improving Feich APl request
handling. JSON encoding and decoding,
chent-side ermor  handling., dynamic  output
I display. and overall user experience.
| Total [ 20 | 10
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Examimration Sevle:

L Development of AJAX-Basced Dyvonamic Web Application Using |
Fetch APL and J50% Handling (20 Marks): i
o Students will be requered o develop o dynamiee PHP=based web
application using AJAX and Fetch API to perform asvachronous |
orperations without page reload. They must implement both GET 1
and POST reguests 1o send and eetreve dutn Grom the server, |
Students are reguired tooconvert PHP data into JSOM. format and |
| display it using JavaScropt, They must also create features such as
live search or auto-sugpestion and dynamically load content into
the webpage. The linal apphcation should handle chient-side and
server-side errors properly and display appropriate messages in
the interface.

T Optimization of AJAX-Based Application with JSON Processing
and Error Handling ( 10 Marks):

o Swdents will be given a basic AJAX-based application tha
performs data Fetching but locks proper structure and crror
handling. They are required to optimize the application by
improving JSON encoding and decoding. enhancimg  request
handling using Fetch APL and implementing effective client-side
error handling. The final outpu should be dynamic. user-fniendly,
properly structured, and should follow best practices, Students
must prepare a short PDE report including the objective. code
changes, screenshots, output, and conclusion, and upload it on the
GMIU Web Portal.

RESTIul API Development
Theory Topics:
REST API architecture, CRUD operations via AP, JSON & XML

responses, JWT  Awhentication, OAuth Basics, Third-party AP
integration

Practical:

65, Create basic REST AP m PHP
5 | 66. Create GET APL. I8 2%
67, Create POST APLL

68, Create PUT AF1.

69, Create DELETE APL

T, Connect AP with databise.

T1. Return JSON responsc.

T2, Parse 150N in frontend.

73, Create XML response.

74. Implement JWT authentication,
75. Secure APl endpoints,

Advanced Web Development-BETICEIS32] Page 8ol 13
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T7. Integrate third-pany AP Weather APL)

T8, Handle API errors

79, Mim project; Full CRED REST APl System

1

Examination Sivle:

- __Evolution Methods SEE | CCE
Development of Secure RESTIol Al
with CHRLUD Ohperations, JWT
Auiheniication, anil LT TR |
Response Handling:

Students will develop a secure RESTul
AP m PFHP by implementng GET, POST, 20 =
PUT, and DELETE operations, database
CONHCLIVITY, TSOMXMILL FEAPHIIEE
handling, JWT -hased authenticsinon,

endpoint security, error handling, and APl

Active  Learnimg  Activity  {ALA)
Optimieation of REST AP with Third-
Party Integration and Error Handling:
Students will optimize a basic REST API
by improving  oresponse  struclurne, = 1
implementing  proper  ermor handling.
integrating  a  third=party AP such  as
Weather APL. amd  ensuning  secure,
meaningful. and clean API responses

Towi | 30| 10

Examimiation Snfe:

Development of Sccure RESTIul AFD with CHRULN Operations,
JWT Authentication. and JSONXML Hesponse Handling (20
Miarks):

Students will be required 1o develop a secure RESTTul API in
PHP that performs complete CRULD operations, including GET,
POST, PUT, and DELETE. by connecting 1o a database, They
miust retum APL responses i JS0ON lormat and may optecnally
support XML response  handlime,  Swadents are required o
implement JW T-based authentication to secure AP endpoints and
ensure authonzed access only, They must also inlegrate proper
error handling for AP requests and demaonsirate endpoint testing
using tools such as Postman, The final output should represent o
I'ull:. functional, secure, and well-structured AP svstem,

Optimization of B EST APD with Third-Party Integration and
Errar Handling {10 Marks):

L]

Students will be given a basic REST AP seript that lacks proper

Ly ARMANIARIINSTITUTE OF TECHNOLODY

| 1 structure, sdvanced features, and cifective error handling. They |

Advanced Web Development=-RET ICE153321
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are reguired 1o optimize the AP by improving response handling. |
implementing proper ermor management. and imtegrating a third-
party APL, such as a Weather AP The final API should be well-
siructured, secure, and capable of returming clean, meanimgiul.
and user-fricndly responsces. Students must prepare o short POF
report including the objective, code changes. sercenshols, oulpait,
festing evidence, and conclusion, and wpload i on the G
Web Portal,

Suggested Specification table with Marks (Theory): 100

Distribution ol Theory Marks
[ Hevised Bloom s Tavenomy)

Caiist Remembrance Lllﬁ:.*rs}a-imling . Application | Analvee | Evaluate | Create |
' (R} (L) 1 {A) (N} | (E) (C)
urml';;-i.lmgf 107 15% 307 15% 1" 2%
¥

MNote; This specification table shall be treated as o general guideline for students ond teachers. The octual
distribution of marks in the guestion paper maoy vary siightly from above fabie,

Course Outcome:

Adter learning the course, the students should be able to:

COl | Apply PHP OOP concepts to develop modular web applications. |

02 | Develop secure database-driven applications using PDO and transactions |

C03 | Design secure web forms using validation, sessions, CAPTCHA, and file security.

COd | Implement dynamic web applications using AJAX, Fetch APL, and JSON.

CO5 | Develop secure RESTful APIs with CRUD, JWT, and third-party integration.

Advanced Web Development-BETICE 15321 Page 10 of 13
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Instructional Method:

The course delivery method will depend upon the nature of the content and practical reguirements of the
studems, The instructor may wse conventional teaching methods along with demonstration. hive coding.
debugging sessions, brainstorming. quizees, project-based leaming. Mipped ¢lassroom approach. MOOCs,
and hands-on laborstory prachice

Stucbents will use supplementary learning resources such as online twonals. NPFTELSWAY AM courses,
wechnical documentation. virlual labs, GitHub repositorics, and APQ lesting lools

The internal evalwation will be camied out through active learmimg assignments. mini prigects, debugging
activities, code optimization tasks, and practical performance, Practical and viva examinations will be
conducted at the end of the semester to evaluate implementation skills and conceptual understanding

Reference Books:

[1] PHFP and MySOL Web Development — Luke Welling & Lawra Thomson, Addisen-Wesfey
[2] Modern PHP: New Featwres amd Good Practices — Josh Locklueet, €°Really Meai

[3] JavaaSerips amd ALANX for the Web — Tom Negrino & Deri Stk Peachpin Press

|4] REST il Web APls — Leanard Richardson & Mike Amundsen, (" Reilly Media.

[5] Web Application Security — Amdvew Hoffman, €' Redlfy Media.

Suggested Rubrics:
Maodule-1: OOFP in PHP

_OOP-Based PHF Application Development (20 Marks) E
Criteria | Deseription - Marks
Problem . | Correct sdentification of the requirement and design of classes "
Understanding & | .. 05
Class Design | objects, and constructors
ooP =
r;‘r:i:l":;:::?“m Proper impiementation of inheritance, method overniding, abstract 03
?ntc-:‘!'qn::a o & classes/interfaces, and traits with correct logic '
Irants)
:‘l::‘:;lpll::m & Clear implementation of exception handling and validatson  for 05
Input wﬁl detboii robust, error-free execution
I_(h-lﬁil_& Result | Accurate .i.i.;;:;llqt-:iilpl.ﬂ with correct verification of class behavior and | o
Venhcation lunctionality | Tl
Total 20

Advanced Web Development-BETICE 13321 Page 11 of 13
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Muodule-2: Database Connectivity using PDO

ECHMNOLOGY

PDO-Based Database Operations (20 Marks) = i
rj[:'l_'gill_:_r_ia | Deseription L | Marks
Prolle T . :
| l':.:Jq."rr.-T.Lluhlu: & Correct wentification of the requirement and design of database’table | 0%
Datahase Design ___hm'h'"m'
PO
Implementation | Proper implementation of PIN)Y connection with cormect CRUTY logic >
P P E s
b CRUDY | using prepared statements
| Operations |
J;:“.n""ill".mm - | Clear demonstration  of  transactions  {(commitrollback), SOL 0%
.F!.':::JFIIH::-* injection prevention, and error handling F
dlil 1ol 8 Al
{ . He . = ;
Jf:::ll': “f: q.::L sult Accurate final output with correct verification of database operations 05
' ] - Total | 20
Maodule-3: Web Security and Session Management
_.':ncc'l rc_Turm Iﬂnghgg_ln;d_'igsbun h-i un_qggunnl (20 Murks)
Criteria | Deseription | Marks.
Probl e ) i i - ) - ] . )
| Cormrect identilicotion of the security requirement and form/session
Understanding & | desi ach 5
| Form Design | "E7 S0P e e f— =
Validation & | Ry S PR UTNRS L T WEne. . B ———
Gt :Jp-:.r III"IFI-FI-EII'II.I'I ation of mput validation, sanitization. and secure 0%
Implementation | CRcg fogic
Session., Cookie | . N = 7
e o Clear  demonstraton of session‘cookiec management, CAPTCHA .
& File Sccurity | ; 3 z 05
Handling imiegration, and secure file upload
SRtk - - = g —
Cutput & Kesult | Accurate final output with comrect verification of the security 05
Venfication measures apphed | '
Total | 20

Advanced Web Development-BETICEI5321
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Maodule-4: AJAX and JSON Integration

GY ANMANIARLINSTITUTE OF 1

ECHNOLLOGHY

AJAX-Based Dynamic Web Application (20 Marks)

Criteria Description Marks

Problem - = . : ) 7

Understanding & :::::.I-, lul:.:ll::u:l.:::::; of the asvechrooous  reguerement  and 03

Request Design guest/respon: sig

::.}?x I Feteh Proper implementation of AJAX or Fetch APE with correct client- 03

. server communication logic :

Implementation i .

JS0N ﬁ,“m“."g Clear demonstration of 150N encoding/decoding and step-by-step .

s Execution . 05

s idata handling

I rm il 0. el el § 28 - B e

Output & Besult | Accurate  final  omput with  correct venificanon of  dvnamic 0%

Verification functionality R
Total n

Module-5: RESTful APl Development

Secure REST AP with CRUD Operations (20 Marks) L

Criteria Description Ry Marks

Probiem Cormect identilication of the APL requirement and endpoint design

Understanding & . il I

APl Design g .

:: :};Eim & Proper implementation of REST endpoints 05

Implementation (GET/POST/PUT/DELETE) with n:.urn:n:t ogic B

Authentication &

Security Clear demonstration of JWT authentication and secure API practices 03

Handling =

Output & Result | Accurate final output with correct verilication and testing of APl 0%

Verification FESPONSES ;
Total 20

Advanced Web Developmem-BETICE15321
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