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Subject: Ethical Hacking © fethodologies - PET2CEI3205
Type of course: Professional Core

Prerequisite: Basic computer literacy. logical thinking, and fundamental knowledge of computer
networks, operaling systems, inlermel usage, and web applications. Basic knowledge of Linux
commands and security concepts will be helpful, but prior ethical hacking cxperience is nol reguired

Rationale:

This course introduces students 1o the fundamentals of Fthical Hacking and Cyber Security. It helps
learners understand  security concepts. attack methodologies, vulnerability identification, and
countermeasures. Through practical exposure 1o iools such as Kali Linux, Nmap, Wireshark, Burp
Suite, and Metasploit. students gan hands-on expenience in authortzed lab environments. The course
prepares studemts 1o perform basic security testing, analyze cyber threats, and suggest suitable
profection measures for systems, networks. and applications.

Teaching and Examination Scheme:

T'eaching Scheme Credits Examination Marks
‘ Tostal
Cl I p n' SEE CCE Marks
2 0 * 2 3 50 500 | 100

.I'I-'_I._'I'l.'lll.'- CIot Taxs Room Instrictions, T— Twlorial; P - Practicol. © Credit: SEE - Semester End Fvalnation
COE-Cominnois and Compredrensfve Evonliarion

F o
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Course Conteni:

| Sr.
Mo

Course Content

a N |

Ya

His . Weightage

Operating  Svstems, Networking  aml Fihical Hacking
Fundamentals

Theory Toplcs:

Introduchion o Operating  Systems (O5) and their role in
computing, Tvpes of Operating Svslems (Windows, Linux,
mac5), Windows Deskiop Environment (File Explorer, Task
Manager, Control Panel, Semings), Windows File Svatem (Drives.
Folders, File Types, Hidden Files, File Extensions), Introduction
to Windows Command Prompt (CMIY), |r11|1~.:r1:u1|:|; ol U ommand-
Line S5kills in IT and Cybersecurity, Introduction to Linus and s
use in Cybersecunity, Linux Deskiop Environment (Ubuniw/kali
Linux Owverview), Linux File System Hierarchy (/, home, lete,
fvar, Ampl), GUL vs CLI, User Accounis and Permissions in
Windows { Administrator, Stondard User), User Accounts and
Permissions i Linux (roob, sudo, chmod Basies), Introduction (o
Virtualiziton and Viral Machines (VM) Imrodiection o
Compuier Metworks, Types of Networks (LAN, WAN), 1P
Addresses (1Pv4, Private and Public 1P), MAC Addresses and 1P
vs MAC Difference, Network Devices (Router, Switch, Modem),
Common Networking Protocols (HTTP, HTTPS, FTPE, DNS,
DHCP, 55H), Ports and Common Port Numbers (21, 22, 80, 443,
3389), Basic Network  Troubleshooting  Methodology,
Introduction 1o Ethical Hacking, Tvpes of Hackers (White Hat,
Black Hat, Grey Hat), Penctration Testing Lifecyvele
{Reconnaissance, Scanning. Ganing Access, Maintaining Access,
Reporting), Legal and Ethicul Boundanes i Secunty Testing,
Introduction to Kali Linux, Overview ol Ethical Hacking Tools
(Nmap, Wircshark, Burp Suitc), Best Practices for Safe and
Authorized [ab Environments

Practical:

1. Set up a complete ethical hacking lah environment using
VirualBox / VMware, including Kali Linux and a safe
target virtual machine

2, Configure basic lab network settings such as NAT, Host-
Only Adapter, and 1solated virtual network for controlled
secunity prachice

3. Set uwp a Lioux environment (kalh  Linux  on

Fahical |

VirtualBox/VMware on persomal laptop) - navigate the

facking Methodologics - DET2CEI32057 7o
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. Prepare a basic security policy checklist for a computer lab,

. Create a one-page Ethical Hacking Authorization Template

desktop, open o terminal, and venily the mstallation by
runming basic commands {unpme -a, whoam, pwad, 15 dP -
h}.

Practice essemtinl Linux commands required Tor cyher
securnity tasks, including file handling, directory navigation,
process viewing, network checking, and permission
munagement

Practice essential Linux ferminal commands (s, cd, pwd,
mikdir, rm. cp. my. cat. nano, chmod, ps. grep) - run ench,
capiure the output, and write a one=line explananon of whiat
it does,

Manage lle permissions in Linex - create a new file, sel

read/write/execute permissions using chmod (e.g. chmod
755, chmod 644), and venfy changes using Is -1

Lise the ping command to test connectivity to (a) the defauk
gatewiy. (b) £.8.8.8 (Google DNS). and (e) a websie -
document resalts and explisin what success or faillure a1 cach
sicp indicaies

Lse nslookup 1o find the [P address of three different
websites - document resulis and explain the role of NS in
evervday infermnet use.

Explore the Kali Linux application menu - open the
terminal, browse the tool emtegories  (Information
Crathening, Valnerability Analvsis, Exploitation Tools), and
document what five commonly used tools do withouwt
running them

including password policy, device usage, inlernel access,
data backup. and user responsibility.

Analvee a cvber security mcident case study and adeniify
the sttacker’'s process, security weakness. impact and
preveniive measures,

= include Nelds for arger svstem, tester's name. scope of
pesting, permitied actions, tme window, and  reporimg
responsibiliny.

Prepare o security mwareness posier or one-page document
on safe password practices, phishing  prevention,  and
responsible intermet usage

Papge 3ol 23
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i Examination Sty le:
Sr. No, | Evolution Method ;"il'.l-i__'_
Windows & Linux  Live |
| Command Demonstration |
Perform essential Windows and
L commands  for file LI | 2 [
mansgement, PEFTTISSIONS,
network  configuration,  and
connectivity testing. |
Network Troubleshooting &
Ethical Hacking Concepts — | |
Viva
Analvze o networking or ethical : . | |
hacking scemario and explain | | I
troubleshooting SIEps.
penctration-lesting  phases, and | |
| legal boundaries. | |
| Active  Learning  Activity |
(ALA): Cyber Security ‘
|
|

CE

| Awareness il Ethical
Practice
Prepare an O5 and network lab
diarv with command outputs and
develop an awareness document
covering  cthical hacking
concepts and responsible secuniny

| praclices.

Towl | 10 [ 10

Exawiivoiioin Sivle:

| 1. Windows & Linux Live Command Demonstration (05

Miarks):

o Siudents will demonstrate a se1 of tasks live on their laptop
« ¢hosen by the faculty during asscssment: navigate the
Windows/Linux file system using commands, create a
{older structure, set file permissions using chmod, find the
network configuration using ipconfig or ip a. and test
conneclivity using ping. No prior preparation of the exact
task is given. This 1ask evaluates hands-on confidence
wilh both operating system environments

Cthical Hacking Methodologies - DET2CE 13205 /,—'1"__‘__“ Page 4 of 23
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| 2. Network Trou bleshooting & EH Concepis = Wiritlen / Viva .

(03 Marks}: _

*  Students will be given a short scenario by faulty - either a
network connectivity problem to dingnose step by step
using networkimg commands, or an ethical hacking
siliention where thioy must wlentify the comrect phase of the
penctration testing  lifeevele and  explain the legal
boundaries. A written or viva response of 3-5 sentences
per ponnl 15 reguired, Thes 1ask evaluates methodical
troubleshooting  thinking and wnderstanding of @thical
hacking concepls

X Active Learning Activity (ALA): OS5 & Network Lab Diary

+ EH Awareness Document (10 Marks):

#  Smdents will mmmam a8 structured Lab Deary
documenting all Windows CMD and Limw kali terminal
commands practiced dunng the module - cach entry must
include the command, a screenshot of the output. and a
plain=English explonation of what it does and where it s
used in real IT work, The diary must cover at All gssentl
Windows and cssential Linux commands. Students will
also prepare o onc-page Cyvber Security  Awarencss
Document explaining: what cthical hocking is. 1ypes of
hackers, the five phases of penetration testing. and the
legal and ethical responsibilities of a security tester
Deliverable is a combaned PEYE, This activity evaluates the
student’s ability o leam and apply foundational O35
commands and communicate core ethical hacking
concepis comectly.

Co¥ ANMARIARE DIPLOMA EXGEST ERENG ol B

Ethical Hacking Methodologies - DET2CE13208 4

Reconnaissance, Feotprinting and MNetwork Scanning
Thepry T oy

Understanding the role of reconnaissance m ethical hacking,
mmpaortance of mformation gathering belore secunty testing,
passive and active loolprinting  lechnigues, open-source
intelligence concepts, domain and [P information gathering. 1INS
records and WHOIS lookup, websie footprinting and ¢imail
footprinting awareness, social media and public data exposure
risks, network scanning fundamentals, identifving active hosts in
a controlled lab network, port scanning concepls. Service Version
detection, OF fingerprinting. banner grabbing, enumeration
basics, user and service enumeration awareness, introduction o |

Page 5ol 23
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vulnerability idemtification, CVE and CVS5 basics, mapping
discovered information 10 possible security weaknesses. risks of
exposed services and misconfigured systems, Counlcrmensures
against  footprintmg and  scanminge,  documentation  of
reconnaissance findings, and best practices for performing
scanning activibies only in authorized lab environments.

I Uise e previsusly configured cthical hackmg  lab
covironment (o perform  footprinting and  scanning
activities on authorized lab targets

15, Perform passive information gathering for a given sample
organization of lab scenario using publicly available and
non=sensilive sources.

16, Collect and document domain-related information such as
dimazin name. [P address, DNS records. and server details
using safe lookup looks,

17, Perform WHOLS lookup and DNS analvsis for tcacher=
approved domains and prepare o shor  footprinfing
ohservation repor

I8, Identily active hosts in a controlled lab network using host
discovery techniques.

19, Perform basic porl scanning on a lab farget machine (o
identify open, closed, and filtered ports

20, Detect munning services and service versions on a lab
machine using Nmap in an authorized environment.

21, Perform OS fingerprinting on o target vireal machine and
document the observed operating system details

22, Practice banner grabbing in a controlled lab environment
to understand how exposed service information may
create security risks

23, Prepure a network mapping diagram showing active hosts,
1P addresses, open ports, and running services in the lab
netwiork

24. Map wdentified services with possible security concerns
using basic CVE and CV55 awareness,

25 Compare  passive footprinting  and  active  scanning
techmgues with examples, advantages, limitations, and
cthical boundarses

26, Prepare  countermeasure  recommendations  against
footprinting and scanning. mcluding service hardening,
firewall rubes, and information exposure control

Ethcal Hacking Methodaloges - DET2UETI205
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], 27. Creste a structured reconnmissance and scanmimg repon |
including ohjective, scope, lools wsed. observations, risks, |
and recommended secunity sctions,

Examination Style:

Sr. No. Evolution Metlhod SEE
Footprinting and Information-
Gathering Report

Investigate a teacher-approved
1 domaim or lab scenario using | k]
DNS, WHOIS, 1P, website, and
technology  information  while
following ethical boundaries.
Metwork Scanning anid
Vulnerabitity - Mapping
Demonstrafion

Scan an authorzed lab target
using Nmap, analvre hosts,
ports, services, and versions, and
map findings 0 basic nsks and
| COUNLCrMeasures _
Active  Learming  Activily
(ALA): Reconnaissance and
Iyigital Exposure Analysis
Prepare a  structured  digital-
1 footprint report COVERng passive
and  active  reconnaissance,
EXPOSUTT nisks, cthical
considerations, and
recomimended SECUFITY
MEASUTes,

B

Total 1 1]

Exwmimaiion Kiple:

I. Fooiprinting & Informaition Gathering Heport (05

Marks):

o Students will be given a teacher-approved domain, sample
organization, or ltb-based scenario, They must collect and
document basic footprinting mformation such as domain
name, [P address, DNS reconds, WHOIS details, websile
information, visible technologies. and publicly available

- contact or serviee details using safe and authorized 10ols
| Students must clearly differentiste between passive and

e

:. xi-':} Page 7 of 23
3 ,_1,% Y
X .l,_J

. _..—" _,r'. F

Ay

Ethical Hacking Methodologies - DET2CEI3205 2
x|

i

g L L u"""
. by e

e




Ce VT ARNMANIART INNOWATIVE LINIVIEERSITY

Ethical Hacking Methodologies - DET2CE 3205

active information gathering and mention the ethical
houndaries followed dunng the sk, The report hould
mclude sereenshots, observation table, 1oals used. nsks
identified. and basic counfermensure sugecsiions This
tosk evalustes students’ ability to perform responsible
miormation  gathennge  and  prepare a  structured
PECONMNAISSENGE Fepare,

1. Network  Scanning &  Yuloerabiliny Mapping
Demonsiriaiion (05 Marks):

Students will use the previously configured ethical
hacking lab environment to perform basic scanning on an
guthorred lab targel. They must dentify active hosts,
open  ports, runping  serviges, service  versions,  and
possible  operating  svstem  details using  tools  such
as Mmap. Based on the scan results, students will map
identified services with possihle secunty misks using
basic CVE and CVSS awareness. They must also suggest
suitable countermeasures such as closing unused ports,
service hardening, firewall configuration, and reducing
information  disclosure.  Deliverables  include  scan
sereenshots, command summary, observation table, nsk
mapping, and a short conclusion. This task evaluates
students” ability 1o perform controlled network scanning,
analvze discovered services, and connect scanning results
wilh basic vulnerability assessment praclices

3. Active Learning Activity (ALA)R Heconnaissance and
igital Exposure Analysis (10 NMarks)

In this task, studemts will prepare o structured Dhiginal
Footprint  [hscovery Report for a selected  teacher-
approved organization, sample domain, or lab-based
scemarso.  The report must include basic information
gathering such as domain details, 1P address information,
DNS records, WHOIS information, publicly available
website  details, and  wvisible  technology  indicators.
Students must clearly  differentiate  between passive
footprinticg and active information gathering and explain
the vthical boundaries of each techmique. They will also
identifly possible information exposure risks such as open
service details, outdated public information, exposed
contact details, or wnnecessary technical disclosure
Deliverables  include  a POF/Sshide  deck summarizing
footprinting observations., tols used, screenshots, ethical
considerations,  risks  identified. and  recommended

L ARMMANLVRTD IR ONA ERNGENEEBSC O L
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countermeasures. This activity evaluates students” abiliry
o eollecr,  organiee.  interprel. and  document
reconndissance information responsibly,

I‘L‘uluemhi!iiy Assessment, .'."i::"-'.i-lr.‘l'ﬂ. ;w;:‘;umg anid  Malware
D lense

| Theors: s

Uniderstanding vulnerabiliny assessment and s role i ethical
| hacking., difference between  vulncrability assessment  and
explontation, vulnerability lifecycle, introduction o CVE, CVS5,
severity levels, and risk priontization, identifymg common sysiem
vilnerabilivies and security  misconfigurations, anderstanding
exposed services, outdated software, weak authentication, default
credentials, insecure permissions, and patching issves, bagics of i
system hacking concepts in an authorized lab context, password
{ security  fundamentals, password policy, hashing, salting. and
authenlicanion weaknesses, imtroduction (o prvilege cscalation
| awareness  and s prevention.  vulmersbility  scanning
| methodology,  interpreting  volnerability  scan  resulis, false
positives and false negotives m assessment, introduction 1o
Metasplon  framework for controlled lab-based vulnerability
demonsiration, understanding malware ond  its  calegories
ncluding  viruses, worms, Trojans, spyware, keyloggers,
ransomware, backdoors, and rootkits, malware infection lifecyele,
common malware delivery methods, impact of malware on
systems and organizations, malware prevention and detection
techniques, amtivirus, EDR, sandboxing, backup, patch
management, and user awareness, basics of incident response for
infected svstems, and best practices for preparing professional
villnerahility assessment and malware analvsis reponts in a safe,
ethical, and authorized environment

12 20

I
| Practical:

28 Use the previously configured cthical hacking lab
environment (o perform vulnerability assessment activities
on authorized lab targets.

26, ldentily  common system secunty  weaknesses such as
outdated software, weak passwords, unnecessary services,
open ports, and insecure conligurations

0. Perform a basic vulnerability scan on a lab machine using
teacher-approved tools and document the discovered issues

3. Prepare a vulnerability classification sheet based on
severity levels such as low, medium, high, and eritical

Ethical Hacking Methodologies - DET2CE 13205 Page 9 of 23




Y ANMANIARI INSMONATIVE UNIVERSITY Y ANSIANIARI DIFEAYIA FRGINEFRISG OOl LEG

36,

LY

10

18,

40.

sy CYE amd CWah comcepis and map  selected
vulnerabilities with their possible impact and risk score

Anabvre  vulnerabiliny  scan resulis and  differentione |

bBEbween  Senine |i||-..|lI1'_n“- false EOSIivVes pingd  false
negalives

Prepare o paich management checklist v securing a
vullnerable svstem or lab maching

Study password sccurity by companng woak passwords,
strong passwords. password pobowes, hashing, and salting
COncepls

Analvre common  autheobcation weaknesses such as
default credentials, weak password policy, and improper
access confrel through lab-based examples

Explore  the Metasplot  Framework  imerface  and
understand  its role  in controlled vulnerabilin
demonstration without testing unauthorired systems
|:'l|:F|.!|'.'|: a svilem Ililh:Il.!nil'li.__l checklis COVERING  aser
accounis, permisseons, services, Direwall setiinps, updates,
and backup practices.

Analyre the malware infection hifecycle using a safe
diagram-based or case-siudy-hased approach  without
executing real malware

Prepare a mabware countermeasure report  including
antivirus, EDR, sandboxing, software updates, backup
strategy. and user awarencss

Ethical Hacking Methodologies - DET2CE 3203
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Esamination Sivie:

Sre.Noo | Evolution Method | SFE | CCE |
Svatem Volnerability Analvsis
and Risk Classilication |
Analyze an authorized lab sysiem

to wdentify suilnerahilitees, 05 -
classify  ther  seveniny,  assess 1

their impact, and  recommend
suitable  security  hardening
s :
Malware Case Siudy  and
Incident Hesponse
Demonsiration

Analyee a malware incident 0%
scenario and explain the malwire

vipe. imfection method, wmpact, |
FCSPONSE PrOCESS, Fecovery sleps,
and preventive measures.

Active  Learming  Activiry
(ALA): Vulnerability
Assessment  amd  Malware
Awareness

Prepare & struciured  report
COVETINE vulnerabiliny - 10
| assessment, risk  classification,
CVE and CWS5 awareness,
|'|'|:l||".l. are ::illl.?gﬂl‘irl._ \.:n. sl Fiak% |
| anel pppropriaie
L COUMCTmeasurcs |
| fowl [ 10| 10

-

| Examination Sivle:

1. Svatem Vulnerability Analvsis & Risk Classification (03 |

Marks):

#  Students will use the previous!y configured ethical hacking
lab environment w perform a basic system vulnerabaliny
analysis on a teacher=approved target machine. They must
lentify  common  weaknesses  such as open  pors
unnecessary services, weak passwords, defaul credentials,
outdnted software, insecure permissions, and missing
security  updates, Students must prepare a shon risk
classification table including vulnerability name, affected
service/system,  severity  level,  possible impact,  and
recommended soluwtion. The  deliverable must  include

S = - — —_—

Ethical Hacking Methodologics - DET2CT 13205 25 Page 11 of 23
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sereenshots, towd output summiary, shservation lable, and a '
briel conclusion explaining how the identificd weaknesses
can affect system security. This task asscsses the student’s
ability 1o analyze system valnerabilities, prioritize risks.
and recommend suitable hardening meéasure

2. Malware Case Study & Incident Response Demonstration
{05 Marks): |

s Students will study a teacher-provided malware meident
cise scenario such as ransomware infection, phishing-

based malware delivery, spywarekevlogger attack, o
Trojan'backdoor compromise i o safe and authorieed
learning environment. They must wdentify the malware

tvpe, infection method, affected svstem  components,
possible impact, and warming signs observed in the
scenario. Studems will then demonstrate or explain the

| basic incident response steps ncluding  wdentilicaiion,
isolation, containment, eradication, recovery, backup
verlication, patchimg, and user awareness measures. The

| deliverable must include @ short case summary, incident
response flow, preventive recommendations, and a 34
| sentence conclusion explaining how proper response

reduces security damage. This task evaluates students'
understanding of malware behavior, mcudent handling
process, svslem protection, and safe ethical response
practices.

3. Active Learning Activity (ALA): Vulnerability Assessmient
and Malware Awareness (10 Marks):

| = In this task, students will prepane a
siructured YVulnerability hggessment  and  Malware |
Awvareness Report based on an authorized laby scenario |

[he report must include an explanation of vulnerability
pssessment, difference between vulnerability assessment
and exploitation, common system vulnerabilitics, securiny
misconfigurations. weak authentication practices. ouidated
software risks, and exposed services, Siudemts must
| classify selected vulnerabilities using severity levels such
as Low, Medium, High, and Critical and refate them with
hasic CVE and CVSS awarencss. The malware awareness
section must cover types of malware such as viruses,
worms, [rojans, ransomware, spyware, kevioggers,
backdoors, and mootkits, along with their mpact and
prevention methods, Deliverables include a PDF/slide

——

| deck contaming  vulnerability obscrvations, sevenly J
Fihical II.IL'LIHF "‘p|1.'||1-.ll.|1'l|l.1'__'l-;.'h- DET2CEI3205 - Fapge 12 of 13
N
2\
1
3




O ANMEARN AR NSO ATIVE NIVERSITY Co AR SIANTAR] DHPLEEA SO DR S0 L ECR

classification. malware calegories. prevenlive measures. |
and secunity  recommendations.  This activity evaluates

dudents” ability o understand sy stem-level weaknesses,

classify security misks. and explam malware threats with |
suilihle counlermgasunes

Metwork Attack Analyvsis and Web Application Secarif

Tieory Topics:

Understanding commuon network attack concepts and their impact
M ..::H1|-r|_|-,'11l.i.:||il'_'._ inlcgrll}'_ and .|'|.'q||_'||'-|.||l;:'.. F'H‘H.'I\I."l :‘.I'II|"|.II'Ig
congepts and nisks of unencrypied communication, role ol packet
analysis in defensive secunity, session hijpcking concepts and
previention technigues. Denial of Service and Distrbuted Denial
of Service sitack owareness, web server secunity fundamentals,
common web server misconfigurations, muoduction o web
application security, OWASPF Top 10 awareness, authentication
and authorization weaknesses, Insecure session management,
input validation issues, SOL Injection concepts and preveniion,
Cross-5Site Scripting concepls and prevention, Criss-Sie Roguest
Forgery awareness, insecure file upload nisks, security i1ssues in
forms, cookies, and APls, database secunity  fundamentals,
database amack concepls, risks of weak database credenials and
exposed database ports, secure coding basics, prepared statements
4 and parameterized querics, HTTPS and secure communication, 12 L0
web  application  testing  methodology  in authorized  lob
environments, use of Bump Suite and OWASP ZAP for safc
request/response analysis, web secunty reporting format. and best
practices for securing weh applications, scrvers, and databases
AEAIAS] COMMan g ks,

41.Use the previously configured cthical hacking  lob
enviranment o perform network and web secunty analyvsis
on authorized lab wrgets only

42. Capture and analyze basic.network traffic using Wireshark
to understand protocols such as TCP, LIDP. 1CMP. DINS,
HTTP, and HTTPS.

43. Analyze TCP three-way handshake and wentify normal
packel Mow between client and server

44, Capture HTTP request and response traffic in a controlled
kb environment and identify headers, methods, status
1_'|'|IJE!-|-_ 1.‘1.“;"&“&_“_'“—1_@"“";“::5
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44

49

50

study  the  risks of  unencrypled  communication by
COMparng HTTPF and HTTPS trallic in 4 safe lab setup
Analyze packet smilling concepts and prepare 4 prevention
checklist including encryption, HTTPS, VPN, and secure
melwiork nlrrr'|:__'|.||.|[|| a0

Study session management concepls by ohserving cookics.
session [Ds, and logindlogowt behavior m n valnerable web
application,

Prepare a case-based report on session hijacking conceps,
possible risks, and prevention techniques

Analvee Demial of Service and Dusinibated Denial of

Herviee atlacks through case-siudy-based learming without
performing any real attack

Use Burp Suite Community Editon 10 mitercept and
analvre requestresponse fMlow of a vulnerable lab web
application

Examination Siyle:

Sr. No. | Evelution Method | SEE [ CCE_

=]

Metwork Trallic Analyvsis and |
Packet Inspection
Demonsiration

Caplure and analvze authorized
melwork  Iraffic o sdentify
privpcols, packet details,
commumcanon  patiems, and

05 =

I‘il.r11.'l'|lii..1| SCCUNTY CONCCTING

Web Application YVolneraliliny
Testing and Security Heport
Test u teacher =  approved
villnerable  web  application,
document identilied weaknesses,
ASESS LLTHT i anad
recommend suitable  securiy
IMEASINES

Active Learning Aetivity
(ALAJ): Web and Network
Secunty Analysis

Prepare o stinuctured  repon
covenng netwiork attacks, packel - I

| secunityv,  web  valnerabililies,

-.Eilrilhlll'-l.' risks SN ur'-.lurhg
praclices, anid gppropnale |
COLMMICTTCASUNES

||II_.‘|| 11 H:'__:
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Page 14 of 13




G AMMANIARL INNOVATIVE UNIVERSTTY C¥W M NS AR DY OB A ENAGISE FRI NG 0l 1 G

| Examination ."I'.f_l'f.r.'. :

1. Metwork  Traflic  Amalysis &  Packet  Inspection

Demonsiration (05 Marlas):

o Students will use the previousy conligured ethical hacking
| lab environment 1o caplure amd analyvze network trafhic
using Wireshark or any teacher-approved packet analysis
tool. They must identify basic protocols such as TCP,
UDP, ICMP, DNS, HTTP. and HTTPS and explain their
role in communicalion. Students must ohserve packet
details such as source TP, destimation 1P, protocol mvpe, part
number, requestresponse  pattern, and  basic  header
information, They should also compare normal traffic and
SLSPICIOS traffic throwgh a controlled lab or sample packet
capture  file. The deliverable must include packet
sereenshots, observation table, prodocol explanation. amd a
short note on how packet analysis helps in defensive
security. This task assesses the student’s ability to inspect
network communicaion, inferpret packel=level
information, and understand the imponance of secure
COmmunication

1. Web Application Vulnerability Testing & Security Report

(05 Marks):

#  Stdents will perform basic web application securily
testing on a teacher-approved vulnerable application such |
ns DVWA, OWASP Juice Shop. or a lab-based web
application. They must analvee authentication, session
handling, input felds, forms, cookies, hle upload
functionality, and databasc-related security nsks, Students
may use tools such as Burp Suite Community Edition,
OWASP ZAP, browser developer wols, and manual
ohservation for requestresponse analysis in a conirolled
environment.  They  must  document  identified
vulnerabilities with risk level, possible impact, evidence,
and recommended countermeasures. The final deliverable [
musi be a shorlweb application  securily  lesting
report including objective, scope. wols used, findings,
sereenshols, prevention methods, and conclusion, This
task cvaluates students” ahility to identify web application
weaknesses, connect them with secure coding practices,
and prepare a professional security report.

Ethical Hackimg Methodologies - DET2CET3205 Page 15023
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| |

3. Active Learning Activity (ALA): Web and Network
Security Analvsis (10 Marks):

e |n this task. students will prepare a structured Web and

Metwork Securty Analvsis Keport based on an suthoneed

lih seenario. The repon must inchude basic concepts of |

network attacks, packet sniffing, session  hijacking
awarencss, DoS/DDoS% atisck  concepis.  web  senver
security, weh application vulnerabilities, and datnbase
security  risks. Students must explain common  web
security issues such as weak authentication, insecure
session handling, 500 Ingection, Cross-5ite Scripting,
msecure file upload, poor input validation, and exposed
database services. They must also include sunable
preventive measures such as HTTPS usage, secure coding
practices, input validation. parameterized guernes, aceess
control, seoure cookies, and proper database configuration
Deliverables  include a PDF/Slide deck  conaining
concepts, observations, risk explanation, sereenshots from
authonized lab work. and recommended countermeasures
This activity evaluates students’ ability 10 understand
network and web-based secunty risks and sugeest praciical
profection mechamisms

o ARMIANIARD I chEA | MOGISEERNG Cod LEGI

Eihical Hacking Methodologies - DET2CE 13203

Wirchess, Maobile, Clowd and Diefensive Security
Theory Topics:

Understanding wireless technologies and their role in modem
network communication, fundamenials of wireless LAN security,
common wireless security nisks, overview of WPA. WPAZ and
WPA3 secunity mechanisms, importance of strong  wircless
passwords and secure router conlguration, wireless acoess contiol
and network segmentation. mobile device securily fundamentils,
Androad security basics, mobile application permission risks
secure mobilbe usage practices, mobile data protection and privacy
awarencss, introduction to cloud secunty, shared responsibalin
model in cloud computing. common cloud secunty risks and
misconfigurations, identiny and access management basics, secure
storage and backup practices, wtresion detection svstems and
intrusion  prevention  systems,  firewall concepts and  types.
honeypots and their role in security learning, social engineering
concepts and human-hased security risks, phishing awareness and
prevention strategies, boinel concepts and their impact on digital
infrastructure, physical secunity  concepts,  incident  response

| basics, security  audin checklist preparation,  cyber  securiny

20%
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documentation and reporting  practices, and best practices fon
building o  secure, aware, and defense-focused  digital
environment

Prociical:

51, Anahvre common wireless security settings such as 5510
visibility, encrvption Iype, password strength,  puest
network., and router admin sccess.

32, Compare WPA, WPA2, and WPAJ secunity mechanisms
with their sdvantages, himitations, and recommended
sape

53 5wdy o wireless network security case scenano and
ientify possible risks such as weak passwords, open
networks, defaull router credemtials, and unauthorized
BECEsS '

54, Analvee mobile device secunity settings such as screen
Ik, app permissions, device encryplion, location access,
backup scitimgs, and unknown app msiallation,

| 35 Perform maobile application permission  analvsis  for
selected Android applications and classify permissions as
low, medium, or high risk.

36, Prepare a mobile securily awarcness document covering

| safe app installation, permission control, data privacy,
device lock, and secure browsing
57, Prepare a complete security audin checkhst for a small
| organization, computer lab, or academic depariment.
| 58 Analvze common social engineering and  phishing

scenanios  and  prepare  prevention  guidelines  for
identifving  suspicious  emails, messages,  links,
pttachiments, and human-based security threats,

59 Mevelop a Ninal defensive sccurity report combining
wirgless, mobile, cloud, lirewall, 1135, social enginecning.
and physical security recommendations.

Eihical Hill..kll'lg ."l-ll.ﬂlll'ldlﬂlli"':"lL'_‘\. - DET2CE 13205 ! : l:'.li._.'-c.' 1Tol 23
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Examimiation Siyle:

| Sr. No. | Evolution Method | SEE | CCE |
Wireless, Maolale and Clowd |
[ securiy Checklist Preparvation | | |
F'n.:q'l:lrf a8 strueiured checklist o
] | |111,:r|.l|1!| risks,  fSRess Severily, 1} i

and recommend  protective
measures [or wireless, mohile,

and ¢loud enviromments

| | Incident Response il
[ I Security Audit Demonsiration
| | Amalyze a  secunty incident
Preparc an appropriaie respnse (k5 [

[E¥

flow, conduct a basic securily
audit, and recommend suilable
| 1 __| preventive controls i
| Active  Learning  Activity

' (ALA):  Defensive  Security
Awareness and Audit Flanning
3 lh'f. rll'_-g'l a I..'l.:'|'|'||'|n."hl'._'l'|:'-\.l".1." 05 0
defensive security and audit plan
. covering wireless. mobile, cloud,
network, physical, and human-
| related security risks. IR .S
| Total | 10 1N
Examination Style:

1. Wireless, Mobile & Cloud Secarity Checklist Prepacation
(05 Murks):

& Siudents will prepanc i detailed secuarity

checklist covering wireless networks, mobile devices, and

cloud platforms. The wireless section miust incliede 5510

setlings, WPA2ZWPAS usage, sirong password policy

[ guest metwork  conliguration, router admin  security
firmware update, and network scgmentation. The mobile
. security section must include screen lock, dpp permussions,
! location access, unknown app mstallation, backup settings
and secure browsing practices. The cloud security scctiomn
| must include shared responsibility model, wdentity and

pccess  management, storage  permissions,  backup,
| monitoring. and prevention of public data exposure. The
deliverable must include a checklist table with rnsk arca
ohservation, seventy, and recommended action. This 1ask |

Ethical Hacking Methodologies - DET2CEN3205 ' i Page 18 of 23
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asscsses the student” s abiliy o apply security concepts for
praciical  protectson ol wireless, maohile, and cloud
envirommenis

2. lncident Response & Security Awmdit Demiomsivation (05 |

Marks):

o Sjudents will be given a security ncident or audit scenarto
related to phishing. vnauthorized access, weak Wi-Fi
security. mobile data leakage, cloud misconfliguration. or
suspicious  metwork  acuvity, They  must  analvee the
situation  and  prepare a basicoinodent  response
fow coverimg sdentilication, contuinment, enedication,
recovery, documentation, and reporfing. Students must

ialso sugpest suitable preventive contrals such as firewall |
rules, IDSAPS monitoring, user awareness, strong
puthentication, secure backup, nccess control, and physical |

securiy measures. Deliverables include a short meident
analysis document, audi checklist, response Dow dugram,
and final secunty recommendations. This task evaluates
students” ability o analyze delensive secunty silualions,
prepare response  strategies, and recommend  practical
controls for improving organizational security

A Active Learming  Activity  {ALA); Defensive Security

Awareness and Audit Planning (10 Marks):

o o this task, students will prepare o structured Defensive
Security Awareness and Audit Planning Report for a
selected  scenmrio such as a  computer  lab,  small
ofganiration,  academic  department, or  startup
environment. The report must include wircless security
proctices, mohile  device security, cloud  security

| awireness, firewall and [IDSAPS  concepts: phishing
prevention, social engineering risks, phyvsical secunty, and |
basiwe incident reaponse planming. Stuchkents must adentify
possible security weaknessgs such as weak Wik
passwords, defaull router credentials. risky mobile app
permissions, public cloud storage exposure, poor access
control, and lack of user awareness, Deliverables include
a PDF/shide deck summarizing dentified risks, defensive
controls, security awareness points. and an audit check list
This activity evaluntes students” ability 1o understand
defensive cyber security practices and prepare a practical
secunty improvement plan

Ethical Hackmg Methodologies - DET2CE 13205 - 2 Page 19 a0l 23
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Suggested Specification:

Dhstribution of Theory Marks

{ Hevised Blosm's Tasonamy)

Level Remembrance | Understanding | Apphcation | Analvee | Evaluaie | Create
| (R) () (A) (N) (E) ()

e e — — =

e e 0% 5% 0% 5% 0% | 20%
I !

o

Sote: This gpeciffcation dable shall be treancd ax o gomeral grdeline for sivdents el feciclrers, The acinl
ifistriferion of marks i the question paper oy vary siighily feome above ol

Course Oultcome:

Adfter learning the course the students should be able to:

B WSS TR S e

l Co | Undersiand evber secunity. ethical hacking concepts, threats, risks. and legal boundaries

caz Perform basic footprinting, information gathenng, and network scanming n an authorieed
R F

O3 | Anabvee system vulnerabilities, mabware threats, and secunity misconfigurations.

CO4 | Apply basic network and web security testing technigues using approved tools.

CO5 | Prepare secunty checklists, incident responsc plans, and professional security repors

Instructional Method:

The course delivery method will depend upon the reguirement of content ard need of students. The
teacher in addition to conventional teaching method by black board. may also use any of waols such
as demonsiration, role play, Quie, bramstomming, MO elc

From the content 10%% 1opics are sugeested for Nipped mode instruction

Students will use supplementary resources such as online videos, NPTELASWAYAM videos! e-
coirses, Virual Laboratory

The internal evaluation will be done on the basis of Active Leamang Assignment.

PracticalViva examination will be conducted a the end of semester for evaluation of perlformance
ol students in laboratory

Ethical Hacking Methodologies - DET2CE 13205 Page 20 of 23
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IHeference Books:

[ 1] Michael Gregg. Ceriiffed Elvcal Racker Version ¥, Pearson 1T Certification
[:] Roper A, Ginmes, Mockine i Hocker, "-:'n:]l;:l. Puibsl eeditioiis

L3 Tl Dinffeciod Connde for Eifpcad Flockinge, Premier Press

4] Ethocal Hocking aod Commermeasures, Cengage Leaming

V5] Fomals-an Erldcad Hocking amid Nenvork |r.:|_'_f-_'.l.l‘;|' Cengnpe Learming

Suggesied Rubrics:
Suggested Assessment Guidelines
Module-1: Operating Systems, Networking and Ethical Hacking Fandamentals

. Windows & Linox Live Command Demonsiration (5 Marks)

_-l"HlnHﬁ | ['.Ir:-u-ril'urinr! ' Muarks I
Ciimand  Exetiion | ﬂ.ulr't;g'l executon of ..H.H.il,__'lh.'d Windows and Linux :.,lllﬂl'l'quld‘\. [ I
e Praciicil file manigemment, directony  muvigation, pormissions, network | 05
| Understanding conlig uul:n'.nn._ .m_d comnmectivity  ftestingz, along with a clear |
. | explanation of their purpose o | -t
ST, _Total | 05

Metwork Troubles hunling & Ethical Hni:lc:':rlg Concepis — Viva (05 Marks)
e e ey

Criteria Description Marks

| '||L|__':|-|;;|-| .i].l'l]i\;ﬂ. of the given networking or cthical hocking
Scenano Analysis and " 4 ” 5

WETEFID, q'iphm;lllnn of  suahle Irul.ll'lh;!illuu.'\-‘lihg Seps o

Concepiusl : 03
Und |.'|1I il penctration-testing phases, and understanding of legal and ethical
mderstanding
| 5 | boundarics,
Fotal [ (15
Ethical Hacking Methodologres - DET2CT 1"-,‘,4.*3 N, Page 21 of 23
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Module-2: Reconnaissance, Foolprinting and Network Scanning

Footprinting and loformation-Gathering Report (05 Marks) _
Criteria ___ Description | Marks
Accurate collection and documentation of domain, |I* address,
Information Cathenmg | DNS, WHOIS, website, and technology information for a teacher- 05
and Beport Preparation | approved  targer. with suitable observations and adherence o :
b | ethical boundaries -
Total | D5
Network Scanning and Vulnerability-Mapping Demonsiration (05 Marks) |
| Criteria Deseription | Marks |
Correcl use of Nmap in an authorized lab environment to i:i.umlif}
Scanning,  Analysis | active hosts. open ponts, services, and versions, followed by
and Risk Mapping appropriate mapping of findings to basic sccurity risks and 05
COUnLETMEASUIEs. =
— Yoml] 05
Minlule-3: Vuolnerability Assessment, Svstem Security and Malware Delense
|_,~;_;.-5|m Vulnerability Analysis and Risk Classification (05 Marks)
Criteria Description | Marks |
Vulnerabilits Accurat 1.:l|.'l1ll|-l|.'.illi4|.:ll1 of system \'ulntr!:l:rilii:n;:. ir.L an
Ailatils i Pk ulrlhu.n.-!td IuFr environment, appropriate classification o th-F:Il' 05
Classificaiion | severity andd impact, and recommendation of suitable security
| b &
ke | _hardening measures.
Total 05

Malware Case Study and Incident Response Demonstration (05 Marks)

S

Criteria Description Marks

et e =

= Comrect analysis of the malware pe, infection method, Wirming
Malware Analysiz and : y : 4 ;
‘ I ' signs, and impact, along with a logical explanation of contamment, | 05

ncident Response SR ;
eradication. recovery, and preventive measures.

Towml | 05

Ethical Hacking Methodologies - DET2CE 13205 P it ATiD, Page 22 0f 23
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Module-4: Network Attack Analvsis anid Web Application Security

| Network Traffic Analysis and Packet Inspection Demonstration (05 Marks)

i —

OO ANMASIART THPLOALA ENCGINEERING COLLEGE

Criteria . B Deseription Marks
Corrggl copiure and analvsis of authorieed network  traflic,
Packet Capwre and | identification of protocols. source and desunation details. pons, 05
Traffic Analysis packet headers. communication patterns, and potential security '
CINEOCTIS.
Total 05
‘Web Application Vulnerability Testing and Security Report (05 Marks) _
Criteria Descriptiog Murks
. Effective testing of a teacher-approved vulnerable web application.
:::';::: I!"}llt ET:SI;:E accurate documentation of identificd weaknesses and thesr impact, | 03
Fity Keporing | . nd recommendation of suitable preventive and security measures. .
Toual 03
Module-5: Wireless, Mobile, Clond and Defensive Security
Wireless, Mobile and Cloud Security Checklist Preparation (05 Marks)
Criteria Description Marks
: - .| Preparation of a structured checklist that identifies wircless,
ﬁ“ﬂi M;:'ﬁz:f mobile, and cloud security risks. classifies their severity. and | 05
s recommends suitable protective mensures.
Total 3
Web Application Vulnerability Testing and Security Report (05 Marks) E
Criteria Description Murks
Incident Analysis and Lug,n:lllmilg.ius of the gl'l:'m‘_l m.-l_.n'uly _mu:rdr.-m_ preparation of an 4
Security Audit approprinie response flow, ldmuﬁv_:.utmﬂ of audit fincdmgs, and 03
recommendation of suitahle preventive controls.
Total 03
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