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Subject: Cvber Security = BET2CS 13307
Type of course: Professional Elective Courses

Prerequisite: Basic knowledge of computer networks and operating systems, and famihanty with
hasic programming languages such as C, C++. and Pyvithon

Rationale:

This course provides a comprehensive introduction 1 Cyvber Security with a focus on madern
defense technigues, cthical hacking fundamentals, and digial investigation skills. It covers core
concepts such as threats, vulnerabilities, risk management, and security controls, along with the
architecture of secure svstems and networks, Students will learn about malware analysis,
cryptography, secure  communication, web  application security, and network  protection
mechanisms. The course also includes hands-on expericnce with security tools for vulnerabiliny
assessment, penctration testing, incident response, and hasic digital forensics. By the end of this
course, leamers will understand how to identify attacks, secure systems, investigate incidents, and
implement security measures following industry best practices. This ensures strong theoretical
knowledge and practical skills required for modem organizations, S0C environments, and
cybersecurity roles

Teaching and Examination Scheme:

Teaching Scheme Credits Examination Marks Total
Marks
[ | T o [ =FE O CE
Z 0 2 3 i il |50

Legends: CI-Class Room Instructions; T - Twteivkal. P - Practical; U~ Credit: SEE - Semester End
Evaluaiion; CCE-Continnous and Comprefenvive Evelnation

Cwvber Security — BET2CS13307 == Page 1 ol 18




GV ARNMANIAR] INNOVATIVE UNIVERSITY CeY ARNMANIARL IXSTIIUTE AR

Course Conteni:

=,
1]

| Foundations of Cyber Security & Threat Landscape

| Theary Tupics: |

Introduction to Cyvber Security. Information Security vs  Cyber
Security, Digital Assets, Threats, Vulnerabilities, Risks, ClA Triad
iConfidentiality, Integrity, Availabiliny), AAA Model, Secunity
Controls { Administrative, Technical, Physical), Cyber Atack Lifecyele |
{Reconnaissance to Explomtation), Types ol Amnacks: Phishing,
Malware, Password Attacks, Social Engineering, DoS/DDo3, Insider |
Threats, Introduction o Malware Types (Virus, Worm, Trojan,
Ransomware)., Basics of Security Tools: Antivirus, Firewall, 1DS/APS,
Hasic Awareness: Cyber Hygiene, Strong Passwords, Sale Browsing,
Software Lpdates

Practical:

|. Basic System Information Enumeration — Use systeminfo.
ipconfig/ifeonfig, and uname commands to collect OS version, IP
details, hardware info, and network configuration,

1 |2 File & Directory Handling Commands — Use mkdir. Is/idir, | 18
copyicp, move/mvy, and del/rm to create, modify, move, and delete
files/Tolders through the command line

3. User & Permission Management Conligune user accounts, sel
passwords. and apply access rights using net user, useradd, chmod,
and chown

I Process & Network Activity Monitoring — ldentify  mnning
processes and active network ports using tasklist, ps -aux, nelstal/ss,
| and htop

5. Detect Basic Malware Indicators — Locale suspicious processes,
services, and autorun entrics using command-line inspection and
system startup checks. '

f. Perform Network Scanning — Use Nmap/Zenmap to discover active
hosts, open ports, and basic network services for understanding
nelwork exposure

7. Assess Svstem Securnity — Generale detaited system awdit reports
' using WinAudit or Lymis to evaluate configuration weaknesses and
| sccurily posiine |
i §. Identify Malware Categorics Fxamine safe, static malware

"'I-|'|“p|1.' 5 o u |'IL|L' ralil |'||_| i harsciernshcs i nd classi r:p “'IL'H (O 1) 1B
COVTIINCHY 1A |1|1| arc I.::‘E':"‘
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[ 9. Test Password Sirength = Use offline password checkers or Jolin
the Ripper o analvee password complexity and learn how weak
(LB ds ¢ain be .;1-.|1]|.:-i||;d

10, Observe Metwaork Traflic — Capiure and snspect packet flows wsing
Wireshark o understand common protocols and recogmize unusual '
meiwork behavior

1. Apply Basic Sysiem Hardening Configure  Orewall setiings,

manage Lser Account Control, and disable wnnccessany services o
enhance device security

cAnalyvee System Logs = Explore Event Viewer or Ly log files w

detect faled login attempts, warnings, and suspicious svalem events

Evaluation Method:

_Sr. No. Evaluation Methods | SEE | CCE
ldentifving  Svstem  Weaknesses
Stuedents  will perform & comipac
security assessment on o piven lask
and evaluate potential risk points
They are expected to mierprel sysiem
exposure, observe system  behavior,
recognize suspicious elements, and
provide a short rational conclusion on
system  safety  and  preventive
| IO ETCTIS
Active Learning Assignmeni
Secure Link & Email Inspection |
Task
To help students understand the basic
| concepts of entifying unsafe digital
content  throogh  hands-on,  nguiry-
based activities that simulate real-
world cvber threats. Students will

| examine sample emails and URLs,

ohserve wvisible security indicators
| analyze  suspicious  clements,  and
classify each ilem as safe or unsale
They mneed 1w document  ther
obhservations in a PDF formal. and

| -

T
i

Tatal | 10

Cyber Security — BET2CS13307

upload their completed inspection -
report on the GMIU Web Portal 1

L

TR0y
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F vaaand i ."r'g'.":':“

Tdennlving Svstem Weaknesses (20 Marks)

Students will carry oul a hasic secunity evaluation of a provided
svatem/machine to detect weak pomts and potential risks. The faculry
will provide o prepared task or environment contamning observable
network behavior, configuration states, and possible secunity gaps for
wssessmient, Students are expected to identify exposune, review sysiem
conditeon, and nole signs of unsale activity or weak protection. Frnally

they will prepare o short conclusion and give explanation summarzing
the vulnerabilities found along with simple, practical mitigation steps

Secure Link & Email Inspection Task (10 Marks)

By the end of this actvity, studems will be able to wdentify  key
indicators of phishing and unsafe links, such as suspicious domains,
misspelled URLs, fake HTTPS svinbols, unusual atachments, and
misleading sender details, They will learn to differeniiate between
genuing and fraudulent emails using basic techmiques like LRI
hovening, sender verification, and checking HTTPS secarity. Students
will open the faculty-provided folder comaimng sample emals and
LRl in Sl each item [or secu il_l. cues, and decide whether it is sale
or unsafe with a brief justification. After completing all samples,
students will prepare a short inspection sheet in PDF format and upload
it individually on the GMIL Web Portal.

| Becuring Systems, Networks, and IHETI:I Identities
Ty Tapics:

Introduction to Syvstem & Network Security, MNetwork  Secuniy
Concepts, Secure Communication.  [hgital  [dentny & Access
Management, Password & Credential Scecurity, Endpomnt & Device
Security, Social Engineering & Human Anacks, Digital Footpring &
| Privacy Protection, Incident Kesponse Basics,

Praciical:

| 3. Perform FileEneryption — Use Windows EFS or 7T-Zip AES-256 10
encrypt files or folders and wverify restricled access using a
m,.'..'l:-l'u.i:if'_'..' LAET accoLnt

I4. Create a Sccure Password Vault - Build a simple password vault
using Excel or Google Sheets and protect the file using password or
Eneryplion Sellings.

15. Check Browser Security Settings — Review HI IPS indicators,

1. i1

15

UMY

Q0%
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- Analyiee Bunning System Processes — Uise Task Manager or Process

20

.Configure User Account Security — Create standard  and

. Prepare a Hepont on Social Engincering Attacks — Study common

. Enable Accounmt Lockout Policy — Configure sccoumt lockout

. Secure Removable Storage Devices — Restrict or allow USH storage

. Prepare o Basic Incident Response Report = Document the sieps

2,

27 Venly Secure Communication (HTTPS & TLS) - Inspect HTTPS

cerificale details, coakie seflings, sibe permissions, and iracking .
prodection W generate o browser secunty checklist

Configure a Basic Firewall Rule = Use Windows Defender Firewall
to block a specilic application or pont amd test the rule’s
effectveness. |
Apply File and Folder Permissions = Modify Read, Write, Modify,
and Deny permissions using 08 security settings and verily them
through another user account,

Explorer o identify  unsafe, wunknown, or unsigned  system
processes and document potential risks.

Perform Backup and Eestore = Use Windows Backup or File
History to back up important files and restore them o validate the
hackup process,

Inspect Browser Extensions = Review installed browser extensions
of add-ons, check their permissions, and remove or disable any
unsale or unfamiliar ones,

administrator user accounts in Windows, apply login and password
restirichions, and verify access control differences using both
accounts

social engineering techniques such as phishing, pretexting, and
baiting, analvre real=world examples. and document prevention
mieasures for individuals and organizations.

threshold using Local Security Policy, attempt multiple failed
logins, and observe system lockout behavior and recovery,

access using Windows security or Group Policy settings and verify
file transfer restrictions,

invslved in basie incident response  including  adentification,
conlainment, cradication, and recovery using a simple cyber
incident scenarno

Design a Digital Footprint Awareness  Poster Create  an
cducational poster explaining digital footprints, online privacy
risks. and methods 1o control personal data exposere on the internet.

indicators, TLS wersion, encryption algorithms, and certificate
chain in a web browser and compare secure and insccure websiles,




(Y ARBANIAR] I

LW ATIVE LPSTYERSETY G ANMAN

I Fvalumtion Metbhod:

=r. Mo

: Evaluation Meihods
Endpoint  Securin Sctup &
Veriflication

Students wall perform o complete
endpoint security setup that meludes
enabling of the antivirus  protection,
configuring a frewnll rule, applving
device permission settings, and securing
local user accounts. Afler the setup. thes
must verify the security postiure by
giving a viva of summarizing all applied
controls

Digital  Security  Practice  Activity
Siudents perform a small but meamngful
cvbersecurity lask such as crealing a
secure password vaull, correcting a risky
browser  seiting,  confliguring  fille
permissions, or ddenfifving a  socul
enginecring message, Shsdents submit a
shon reflection descnibing the task. its
importance, anl the SCCUriEy
i11'|[:_rﬂ1.‘|l||;r'|'| il provides

| Total

permissicens, and account  sccurily

Endpaint Security Setup & Verification (20 Marks)

Students will secure a computer system by configuring essenhial
endpoint protections such as antivirus settings, firewall rules. file
controls.  After applving these

o

M

RIS T

Wik

1]

configurations, students will venily therr effectiveness by testing
blocked applications, checking permission restrictions, and confirming
active secunty features. A short report with screenshots and make
while ask submitied as prnlrl'-.ll successiul endpoant secunty selp and

| verificatson with oral examinsien

Cyber Securiy

| Digital Security Practice Activity (10 Marks)

BET2CS13307

Students will complete one hands-on micro-activity. where  they

perform a focused security action. such as Creating a secure password
| vault, removing risky browser extensions, securing file permissions,
i Detecting a fake message (social engincering sim ulation) .

Page 6 of 18
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Fundamentals of Ethical Hacking and "Ir'lllllrl':ﬂ.ﬁlilj Assessment

Introduction to Ethical Hacking and Security Testing, Phases of Ethcal
Hacking (Reconnaissance. Scanning, Enumeration, Exploitatian,
Reporting), Types of Reconnaissance: Passive & Active, Footprinting
Technigues (Google Dorking, Social Enumeration). Introduction to
Vulnerability  Assessment,  Common  Vulnerabilities  {Weak
Credentials, Open Ports, Misconfigurmtions), Vulnerability Scoring
Basics (CV55), Web Application Vulnerabilities Overview {Broken
Authentication, Inpection, X55, File Upload lssues,  Securnty
Misconfigurations). Network Vulnerabilives (Unsecured Services,
Weak Firewalls, Insecure Protocols), Basics of Secure Architectune
iDefense-in-Depth,  Least  Privilege, Jero Trust  Principles),
Introduction to SOC Monitoring and Log-Based Detection

Practical:

28. Perform Reconnaissance — Use OSINT tools (Whos, nslookup, and
online footprinting tools) 1o gather public information about a test
targel.

29, Identify Open Ports and Services — Scan lnb machines using Nmap
to detect exposed poris and analvze patential weaknesses

10. Swdy Defense-in-Depth Using Architecture Diagrams — Analyze
given system or network architecture diagrams and identify missing
security  loyers  using  defense-in-depth  principles{Draw.io
(diagrams), OWASP Sccure Architecture guideling)

3. Enumerate Svstem Information — Use wols like Netdiscover and |
SMBFTP enumeration commands on safe lab systems |

32, Detect Common Web Vulnerabilitics — Use DVWA or WebGoat |
(local offline installation) to practice identifving X55, 501, and
insecure inpuls

33. Analyze Vulnerability Reports = Use OpenVAS/Greenbone pre-
generated reports 1o understand vulnerability severity and CVS5
SCOTINg.

34, Test Weak Credentials — Perform dictionary-based login testing on
provided practice services with controlled, permitted credentials
15, Assess Network Weaknesses — Identify insecure services, outdated
protocols, and weak configurations using Nmap scripts or buili-in

OS5 wools

36, Document  Findings - Prepare o short  vilnerability  report
summarizing discovered issues and recommending basic fixes

37. Analyvre Google Dorking Risks — Identify exposed files, directorees,
or sensitive information using sale Google dorks on sample

(O TECHSNOLOGY

}'qpl,' Tol 18
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i domains and document risks and mitigaton technigquesiGoogle
search i Dok queries ), |"-.|1|-.1t[-|}H- Croangle Dok Drabaseh

Fvalumtion Meilol:

Fvaluation Methods SER CCE |

Sr. No

| SecureScan Discovery Challenge
Students will learn how  ethical
hackers identify system weaknesses
by performing basic reconnaissance
and scanning tasks in a safe lab
| environment.  They will  spot 20 - |
vulnerabilities such as open ports and
weak configurations, gaming a clear |
understanding of how atackers find
entry points and how such issues can
| | be prevenied.
Active Learning Assignmen|
System Weakness  Evaluation
Report
| Students will review the results of o
hasic  vulnerability scan or lab |
assessment and prepare a shor report
highlighting the weaknesses fosumd, - 11}
their possible impact, and simple
recommended fixes. This task helps
students  practice  documenting
SECUrity issues  clearly  and
I understanding how  vulnerabilities
affect system safety. . |
Total i

1<

0 10

Evaminaiion Siyle:

SccurceScan Discovery Challenge (20 Marks)

Swdents will perform basic cthical hacking activities on a H.Il'-.'.l
controlled  computer  machine. They  will camry out  simple

reconnaissance and scanning using approved tools to identify open

ports, weak configurations, or exposed services. Students must explain

| how these weaknesses could be discovered by an attacker and sugges

stranghtforward methods to prevent misuse. Their evaluation will be

hased on the accuracy of vulnerability identification, clarity of
explanation. and understanding of how attackers locate system entry

poamts

Cyber Secunity — BRET2C513307
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Svaiem Weakness Evaluation Report {10 Marks)

Students will be given the output of a basic vulnerability scan or a
preconfigured lab assessment. They must prepare a short and clear
report that lists the detected weaknesses, explains the potential impact
of each, and recommends simple fixes, This tisk evaluptes the student s
ability 1o interpret vulnerability findings, summarize risks, and
document sécurity issis in a structured manner. The repon should be
uploaded individually on the GMILU Web Portal,

Cvber F.thl'u:!i._rr.:;;l L-pﬁ;ll & Smart  Device Security

Introduction o Cyber Ethics and Legal Frameworks, Overview of the
IT Act 2000 and Its Amendments, Imponance and Limitations of Cyvber
Law. Significance of Cyber Ethics in Modern Digsal Culwre,
Cyberbullying and Owmline Harassment, Olobal [Data  Protection
Principles (GDPR). Impact of Digital Forensics in Law Enforcement,
Bazics of Artificial Intelligence Ethics, Blockehmin  Eihics and
Responsible Technology Use, Introduction o Smart Devices and loT
Ecosystem, Types of Smart Devices (Wearables, Smart Home
Assistants, CCTY Cameras, Smart Applianees), Smart Device
Operating Systems and Firmware Security, Secure Device Sciup amd
Configuration (Strong Passwords, Biometnic Locks. Awmo-LUipdates),
Application and Permission Management, Network Security for Smart
Devices (Wi-Fi Security, Guest Network Usage), Secure Device
Pairing (Bluctooth and NFC), Privacy Protection i Smart Devices
(Camera, Microphone, Location), and Smart Home Secunity Concepts.

Pricciicad:

38 Create a basic Privacy Notice for a sample mobile application,
including data collection and user righis

39, Explore & Extract EXIF Metadata — Extract metadata from a photo
using an online EXIF viewer and identify detils such as camera
midel, date, and GFS locatien

40, Inspect a Website's Privacy Policy - Review the privacy policy of
a popular websites and sunimarize what user data it collects and
haw it 15 used

41. Trace a public blockchain transaction using a blockchain explorer
and document the transaction detmls.

42, ldentify and document sensors and connectivity modules present in

any smart device (e g., smarphone, smartwaich)

Cyber Security - BET2C513307 ffil__m_‘r:l:i
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Perform secure device setup by configunng strong  passwords,
emabling auto-updates. and disabling voused features

Imspect Wi-Fi network security seitings and  venily  cncryplion
(WIPAZWPAZ) and password strength

Design a simple smart home security architecture diagram showing
devices and secunty measures

Evaluate an Al Tool for Ethical Concerns — Test an Al chatbot or
generator with sample prompts and document any biased or
Inappropriile outputs,

Map Your Digital Footprint = Perform a self-check by searching
vour public onling presence (name/'email) and record what publicly
available information appears

Evaluation Metlod:

Evaluation Methods SEE | CCE

G AMMAMIARL INSTITUITE (0

| Smart Device Security & Eihics
| Mini Practical

i Students will perform a quick hands-
| on task—such as extracting EXIF

| | data, racing a blockchain transaction, 10 !
| creating a prvacy nobce, identifying )
| smart device sensors, or checking
| basic security settings—and briefly
| explain the related security or cthics
| concepl. —— =k
6T Home Security Bluepring:
Students  draw(From  Draw.ao) a
- simple sman home diagram showing _ 10
o devices, network lovout, and secunty
measures (guest metwork, firewall,
| secure pairing). e
| Total [ 20 i

Smart Device Security & Ethics Mini Practical (20 Marks)

Students will complete a simple hands-on task from the practical hist,
such as extracting EXIF data, tracing o blockchain transaction, creating
a short privacy notice, wentifyving sensors in a smart device, or
checking basic sccurity settings like Wi-Fi encryplion or app
permissions. They will perform the assigned task within a few minutes

Cyber Security = BET2CS13307

TS DY
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IoT Home Security Bluepring (10 Marks)

Siudents will design o simple smart home security. dingram that shows
how different smart devices (such as smart lights, sman TV s, cameras,
assistants, and sensors) connedt within a home network, The ;I:.'|::|-||||
should clearly indicate the mam Wi-bi network, a scparate gucst
network for visitors or untrusted devices, and basic security measures
like stromg passwords, WEPAZWPAS encrvplion, secure B luetooth
pairing, firewalls, and awo=updates, Students should label each device
and highlight where security profections are applicd, demonsirating a
clear wnderstanding of how 0 secure an  [ol-enpbled  home
n..nwn:unml:nl -

C vlurmm:, Ilustrations, F wamples amil Mini Cases:

Theory Topics:

Introduction, Kinds of Cyber Crnime (Cyber staking, Software Privacy
and Crime related to IPEs, Phishing, Denial of Service Anack(Do5),
Identity Theft), Real-Life Example (Maharashtra Website Gowt
Hacked., E-Mail Spoofing and Bombing. Indian Bank Fraud, Jamiar
Scam, Mini Cases (The Zig-£igler Case, Cyberpornography {Minor
Case), [Indian Online Gambling. Pune Citvbank Call Center Fraud,
MNASSCUM vs, Ajay Sood ele, ), Unline Scams | Purchasing Goods and
Services Scam, Lotlery Scam, Charity Scam, Pet Scam, The Hitman
Scam, Pyramid Scheme Scams ewc.). Digital Signature and Digital
signature Crime, Financial Fraud,

[

jeal:

48. Analyre the headers of a suspicious emasl o detect spoofing or
phishing attempis,

49_Create a fake login page offline and identily signs that mdscate
phashing.

30, Verify File Integrity Using Hashes — Generate MDS/SHA256
hashes for two files {genuine vs, modibied) and compare them 1o
detect lampering.

1. Create an Awareness Poster on Online  Scams{PowerPoint) -
Design an educational poster explaining commaon online scams

general public.

32, Analyze a Fake Digital ldentity Profile with OSINT - Examine a
sample social media or e-<commerce profile provided by the faculty
s |d4:11lil'~. mdln:ulnm of ||J:.'n|::'l".' Ihuﬁ:. impersonation, or fake

{ bottery, charity, pet. pyramid schemes) with prevention tips for the

LY AR DL ey

I8 15%
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33, Detect Onbinge Pavment Froud Indicators Analvee @ simulafed

pransachion receipl or bank alert messaze o dentify red Mags related
i Ninancial froud soch as mismatched URLs, uwnusoal pavment
o, or Take customer SUpport rumbers
54, Simulate a Do% Indicator Check = Observe network slowdown
putierns o |'\l|||'-\._'L|_'|_| BOCESs o o conlry IIII._'I.I |.1|:'- |r|.;|-.,'|1|r||.' L]
undersiand SV IpOms ol oS allempis
55, Dignally sign a PDF and venify its authenticity
6. Compare a genuing software installer and a pirated mstaller (o
detect suspicious modilications
57. Categorize and analvze various online scam messages (lottery,
charity, pet. pyramid schemes)
Analyze a Breach Case Study — Review a shornt real-life eybercrime
incident summary provided by the faculty and wdentify the anack
tvpe. victim impact, and exploited vulnerability
59, Perform WHOHS lookup and 551 check on a suspicions websile o
{ analyze trustworthingss
60, Analyze SMS and Email Scam Indicators Using Onhine Analyrers
Examinge suspicions SMS or emal content o wdentity plishing
patterns, shortened URLs, and  scam  kevwords{VirusTotal
(URL/Texst scan), PhishTank {online), browser URL preview)

L
=

Cvber Security — BET20513307
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[ Fvaluation Method:

A
M
|
| |
-
|
|

Evaluation Methods

Cybererime  Forensic  Analvsis

Challenge:
Students will perform one assigned

forensic task—such as email header |

analysis. WHOIS  lookup, EXIF

extraction, digital signature |

verification, or SCam  message
review—and present their findings &
real-time  screenshots with &
structured tool-wise explanation
Active Learning Assignment
Digital Crime Pattern Exploration
Students will explore a set of curated
mini cvbercrime scenarios provided
by the facultv—such as financial
fraud attempls, impersonalion cases,
mnsomware  notes,  of  phishing
templates—and idemify the crime
type. the attacker’'s strategy. and the
target’s  vulnerability. They  will
reflect on how the crime could have
been prevented and submit a short
wrile-up and make a case studv pdf
document with summarizing their
understanding.
Total

Exanination Stple:

performing a WHOIS and 551

| they performed

Ly her Secunty

BRET2CS13307

G ANSIANIARD INSTITLTE tal

e —

SEF CCE
20 5
H 1
0 10

Cybercrime Forensic Analysis Challenge (20 Marks)
Fach student will perform one major cvber-forensic activity assigned
by the examiner, such as analyzing an email header for spoofing,
‘ check on o suspicious wehsite,
extracting EXIF metadata from an image, verifying a digital signalure
on a POF, or q_":-.'ﬂmini“f:l SCAM MESSAges for Traud patterns. The siudent
must carry out the steps accurately, interpret the findings, and provide
a briel explanation or justification of the conclusions drawn based on
the evidence collected, Students will give a short viva based on the task

TELTES R Y

Page 13 of 18
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| Digital Crime Pattern Exploration (10 Marks)
['he faculty will pros wle a curmted set of shor cvbercrime scenarios-
such as suspicious financial actvity alerts, lake communication
prtempls, unusml ogn notifications, or |||i"1|'..'|.|'.|||'l'|_'. anline messages
Sdents will study these scenarios, identify the type of cvbercrime
represented. interpret the attacker’s likely method. anil determine the
weakness that allowed the incident 1o oceur. They will prepare a brief |
;',~_|,1|;|:|mr'||:-|'| |II'||\.I|'I:_' the clies 1o the crime Ly anl "'"-'L-'ul;f'l"‘l- !~I-l'l1|"1'~‘
preventive Measurcs s activily |_-|11|'|||;|-.|,.-'.;_~\. wneder I\n\.l..ll1l.|-ll1_I: crime

| patterns, atacker behavior, and basic defensive reasoning without

L _| reguiring any technical tools.

Suggested Specification Table:

Distribution of Marks

{ Revived Bloom™s Taxomomy)

Lichd Remembrance | Understanding | Application | Analyze Evaluate | Create
1 (R) (L) (A) (N) (E) ()
“ﬂlb’!ktlgﬂ J®s 25% Tits S 10 1
Mo

Note: This specification table shall be treated as a gencral gudeline for students and teachers. The

actual distribution of marks in the question paper may vary slightly from the above table

Course Outcome:

After learning the course, the students should be able to do the following:

Understand basic cvbersecurity concepts. threats, vulnerabilities. attacks. and cyhber

techmagues

Corl
hvgicne.

00 Apply system  and network secunty  measurcs o profecl identities, devices, and
COMMUNICALions

cOl Identify system and network weaknesses using cthical hacking and vulnerability assessment

COd | Evaluate cvber laws and ethics while securing smant devices and loT systems

CO5

MIEasres

Analvze cybercrime cases and online scams to identify attacks. impacts, and preventive

Cyber Sccurity = BET2CS 13307 - Page 14 ol IR
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Instructional Method:

e course delivery method will depend wpon the requirement of content and noeds of students. The
teacher, i addition 1o convenbional teaching methods by black board, may also use any ools such as
demonstration, role play, O, branstormenae, MO S el

From the content 10%% Lopics are suggested Top I'I.l,'-|l..'|| moslE inAtraciien
Students will use supplementary resources such as online videos, NPTEL/SWAYAM videos, e-
courses, YVirtual 1 :lI‘I-C'\-I.IHII::-.

Fhe imternal evaluation will be done on the basis of the Active Leaming Assignment
PructicalViva examination will be conducted a the end of semester for evaluanion of performance of
stucdents i the labortony

Reference Books:

[1] Cyber Secunity: Understanding Cyber Crimes, Computer Forensics and Legal Perspectives, Mina
Godbole & Sunit Belapure. Wiley India

[2] Computer Security: Principles and Practice, 4th Edition, William Stallings & Lawrie Brown,
Pearson Education

[3] The Weh Application Hacker's Handbook: Finding and Explomting Security Flaws, 2nd Edition,
Dafydd Swrtard & Marcus Pinto, Wiley Publication

I l| |anfoemdt o "'|-|_'|.'|_|||l;:'. |'|||1|.'|.|:'r|-,'~.;||1|| Practice, Tnd Edition, Mark f‘-l:ll11|'l. "|1I-"I||.‘:'. India

[5] CEH w11 — Certified Ethical Hacker Study Guide, Ric Messier [ EC-Coungil, Wiley India
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Suggested Rubries:

Sugpested Assessment Guidelines

Maodule 1: Foundations of Cyber Security & Threat Landscape

ldentifving System Weaknesses (20 Marks)

U ANMAS AR INSTITUTL €F TECHSE0] 450 Y

Criteria Description Viarks
Correct use of appropriate  command-line and  scanming  tools
Observation | (systeminfo, netstat, Nmap, Wireshark. Event YViewer) 1o observe and 04
& Detection detect visible system issues, unusual configumanons, or SUspICIows
| behaviour in the given scenario
A d Accurate dentiflication and explanation of possible vulnerabilities o
! i " " r 2
e weak configurations present in the svstem based on the observed 05
Weaknesses d
| data _
Security Clear and logical explanation of why cach identilied weakness poses 0%
Reasoning i security nisk, with reference tio s poteniial real-world impact .
Mitigation Suggestion of appropriste, practical, and relevant preventive or 0%
Suggestions corrective measures for each identiflied weakness 4
Tastal i
Module 2; Securing Svstems, Networks, and Digital Identities
Endpaint Security Sctup & Verification (20 Marbks)
Criteria Descriplion Marks
Security Correct  configuration of mmtivires  prodection,  firewall roles, device ax
Configuration permissions, and local user scooum controks s per the given requirements ‘
) Accurate verification of the applicd secunty settings through appropriote
EfMectiveness o ’ . g ity
Texti system chicks such ms blocked applications, permussion tests, and active R
eslim -
& protecinen | aieres.,
Report Complete and well-organized documentation of the configurtion process 0%
S b bssiaem with refevant screenshods and observalions. y
Chral Clear and confident explonation of each applied security comtrol and s 0%
Examination purpose during the viva ]
Tustal 20

Cyber Security = BET2U513307
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Module 3: Fundamentals of Ethical Hacking and Vulnerability Assessment

Securescan Discovery Challenge (20 Marks)
£ rileria |]H-rr‘|1l|'|:||1 Marks
| Correcl  execution of muthonzed reconmnissance and porl  scanning
Scanning ; r i
echmigues (Whoos, nelooskap, Mmap) on the given kb rget
ekt .-"!.;l,:q-lr.ﬂ-r identification of weak configuratbons, open poris, and exposed 45
services from the scan resulis
- Logical explimation of lww an aacker could potentinlly exploil the
View ns
AT Y wdentified weaknesses,
R Euggc.'i-lir..'ﬂ?- :.'.tf elfective and practical preventive measures for the identificd 85
villnerabilities,
Tatal 1]
Muodule 4: Cvber Ethics, Legal Aspects & Smart Device Security
Smuart Device Security & Ethics Mini Practical (20 Marks)
Crileria Description Marks
Task Comect performance of the assigned hands-on  task such as EXIF
e extraction, blockchain transaction tracing. privacy nolice creslhion, siman s
Execillisn

device sensor identification, or security settimgs check,

Correct wdentification of all Ll..-} details relevant to the task, such as
Accuracy L[]

meciadatn, permissions, sensors, or trmsaction records.

Concep Clear explanation of the underlving security or ethical concept related 1o 0%

Understanding |the perfomed sk,

Clarity of | Well-organized presentation of findings and screenshots supporting the 05

Chutput task outcome. )
Tatal ]
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Module 5: Cybercrime: Hlustrations, Examples and Mini Cases

Cybercrime Forensic Analvsis Challenge {200 Marks)

Crileri Deseription Murks

Correct performance of the assigned forensic tisk such as email header
Tusk Execution analvsis, WHOIS'SSL check, EXIF extraction, digital signaiure (153
verification, or scam message review using the provided evidence,

Evidence Accurate idenmtification and interpretation of relevant indecators from the 0%
Interpretation given evidence, u
Conclusio
q:. li: I Well-justified conchusion drawn logically from the interpreted evidence s
Vive Performance L& Irnr_ and confident explanation of the complete analysis process during s
the viva.
Tatal ]

Cyber Security = BET2C513307 Page 180l 18




