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Subject: Cloud Computing and Virtualization - MCA2CC1 1303

Type of course: Minor Stream

Prerequisite: Knowledge of virtualization concepts. basic networking protocols. cloud service models and
familiarity with any Linux/Unix operating system environment

Rationale:

This course provides a structured and in-depth understanding of Cloud Computing and Virtualization through
both theoretical concepts and practical implementation. It covers cloud architecture. virtualization types and
platforms. virtual machine management. cloud service and deployment models. VM scheduling. cloud storage.
network virtualization. cloud security. synchronization. deadlocks. and container management. Students also
work with cloud utilities. filters. communication commands. disk scheduling. security principles. and cloud file
management techniques. Practical exercises and simulations using tools reinforce leaming and enable students to
apply core cloud computing and virtualization mechanisms effectively.

Teaching and Examination Scheme:

= I
Teaching Scheme Credits Examination Marks
' Total Marks
Cl & |1 P C SEE CCE
4 0o | 2 5 | 100 30 150
A | —— s i SR =

Legends € [-( !m Sroon! )’m;rm tions: T-Twtorial: P -Practical. ' —( uJu ESE -End Semester Examineatic
ASE-Mid Semester Examination, V=Viva: CA-Contimuous Assessment. Al A-Acuve Learming Acnvitios

Course Content:

Sr.

No Course Content Hrs. "o Weightage

Introduction to Cloud Computing and AWS Basics

Theory lapics:

C loud computing means using the internet 1o store data, run apphications, and
access resources instead of a local compulter Lhe mam service models are
laaS (vartual machimnes and slorage), Paas (den L'|u|\nk'1ll |I|.Il|\'|ll'|\l_ and Saas
tready -to-use apps hike Gmaal)
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| Deployment tvpes are Public Cloud (available 1o everyone). Private Cloud

lad

Lh

2

Practical:
l.

Create a free AWS account and explore the AWS Management Console
dashboard.

Launch a basic EC2 instance (virtual server) using the default settings and
connect Lo it

Create an S3 bucket, upload a file to it. and make it publicly accessible.
Create an 1AM user with limited permissions and log in using that user.

Stop and terminate an EC2 instance and observe billing changes in the |

console.

Write a simple shell seript that prints 'Hello from AWS EC2' and run it on
the instance.

Use AWS CLI to list all S3 buckets and EC2 instances from the terminal.

(for one organization). and Hybrid Cloud (a mis ol both), AWS(Amazon Web
Services) is the most popular cloud platform. Key AWS services: EC2 (virtual
servers). S3 (file storage), 1AM (user access control). and the AWS
Management Console lor easy point-and-click setup.

Upload a static website (HTML file) to S3 and enable static website '

hosting.
Set up a basic Cloud Watch alert to notify when EC2 CPU usage goes
above 80%.

Evaluation Method:

Sr.

Evaluation Methods SEE CCE

! AWS Console Lab Task: Students

[ will create an EC2 instance. attach an
| | S3 bucket, and write a basic shell 20
| script demonstrating cloud resource ,
setup and basic commands. |

Cloud Explorer Lab Report: |
Students will explore AWS free tier |

= S L RS e e Ry i

services, take screenshots of key 10
dashboards. and submit a PDF report
on the GMIU Portal.

Total | 20

! 10
l e S

| E——

AWS Cansole Lab Task (20 Marks)
Students will receive atask from faculty to launch an EC2 instance. create an

53 bucket, and write a basic shell seript that imteracts with cloud resources
I he seript should use simple commands (ccho. Is, pwd, read) and demonstrane
| basic cloud setap. Students must show working output in the console

Cloud Computing and Virtualization - MO ACC TS0
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Cloud Explorer Lab Report (10 Marks)
Students will explore AWS free tier services (EC2. 83, IAM) using the AWS
Management Console. take screenshots of key steps, write a short note on
what each service does. and compile everything into a PDF report submitted
on the GMIU Portal.

GYANMANJAR]I COLLEGE OF COMPUTER APPLICA |1t

Microsoft Azure — Core Services and Virtual Machines

Theory Topics:

Microsoft Azure is Microsoft's cloud platform. It offers similar services to
AWS: Virtual Machines (compute). Blob Storage (file storage), Azure Active
Directory (user management). and the Azure Portal for managing everything
through a browser. Azure Resource Groups help organize related services
together. Azure regions are physical data centers around the world. Azure
pricing is pay-as-you-go — you only pay for what you use. Students will learn
to create and manage VMs. storage accounts, and basic networking on Azure.

Practical:

10. Create a free Azure account and explore the Azure Portal dashboard.

I1. Create a Resource Group and understand how it organizes cloud
resources.

12. Launch a Windows or Linux Virtual Machine on Azure using default
settings.

13. Connect to the Azure VM using Remote Desktop (Windows) or SSH
(Linux).

14. Create an Azure Blob Storage account and upload/download a file.

15. Set up a basic Azure Virtual Network (VNet) and understand subnets.

16. Create an Azure Active Directory user and assign a basic role.

17. Monitor VM performance using Azure Monitor and view basic metrics.

18. Stop and deallocate a VM to save cost and observe the billing difference.

Evaluation Method: R

Sr. No. Evaluation Methods SEE CCE §|

Azure VM Sctup Lab: Students
will create a  Resource  Group,
I launch a VM. conneet o it, and 20
demonstrate basic [ile operations
through the Azure Portal.

Azure Service Discovery Report: |
Students will explore Azure Portal,
test key services, and submit a PDF | 10
. with screenshots and observations
! | on the GMIET Portal,

[E%]

[ |
| Total R 10
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Azure VM Setup Lab (20 Marks) '
Students will create a Resource Group. launch a VM (Linux or Windows). |
and conneet using SSH or RDP. and run basic commands on it. They must |
show clear output sereenshots and explain cach step performed in the Azure
Portal.

Azure Service Discovery Report (10 Marks)

Students will explore Azure [ree tier services (VM. Blob Storage, Active
Directory). take screenshots of key dashboards and operations. write short
descriptions of each service. and submit a compiled PDF report on the GMIU
Portal. |

e = — e

Google Cloud Platform (GCP) — Storage and Compute

Theory Topics:

Google Cloud Platform (GCP) is Google's cloud offering.

Key services: Compute Engine (virtual machines). Cloud Storage (object
storage for files), BigQuery (easy data analysis). and the GCP Console for
management. GCP is well known for its data and analytics tools. GCP projects
organize all resources. Cloud Storage buckets hold files and can be made
public or private. Compute Engine allows you to create VMs in minutes.
GCP's free tier offers useful services at no cost for students to practice with.

Practical:
19. Create a free GCP account and explore the Google Cloud Console.
20. Create a new GCP Project and understand how projects organize

resources.
21. Launch a Compute Engine VM instance and connect to it using SSH from
3 the browser. 18 20%
22. Create a Cloud Storage bucket, upload a file, and set its access
permissions.
23. Use Cloud Shell (built-in terminal) to run basic Linux commands and |
gcloud commands.
24. Write a simple shell script in Cloud Shell to list storage buckets and VM
instances. ,
25. Load a sample datasel into BigQuery and run a simple SQL query on it.
26. Enable and explore Cloud Monitoring to view basic VM metrics.
27. Delete all created resources and verily the project is cléan to avoid |
charges.
! i
| |
|
Cloud Computing and Virtualization - MCA2CC 11505 ; ! Page 4 of 12
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Faaluation Method:

Sre.
No.

' Evaluation Methods SEL
GCP Cloud Shell Lab: Students will
use GCP Cloud Shell wo ereate a VM.
I manage a storage bucket. and run basic 20
i ecloud and shell commands
demonstrating GCP fundamentals.

GCP Exploration Report: Students

will  explore  GCP  Console.  test
L Compute Engine and Cloud Storage, 5
and  submit a  PDIF report  with
screenshots on the GMILU Portal.

N | it S A
In House SDP: Building soft skills. j
aptitude. emplovability alongside the [
technical cloud computing curriculum. - ‘
It closes connecting  class  room
| learning to the university’s broader
placement-readiness initiative.

ad

Total 20

GCP Cloud Shell Lab (20 Marks)

Students will use GCP Cloud Shell to launch a Compute Engine VM, create
a Cloud Storage bucket, upload a file using gsutil. and run basic geloud
commands. A simple shell script should demonstrate listing resources and
checking project details. Clear output must be shown.

GCP Exploration Report (05 Marks)

Students will explore GCP free tier services (Compute Engine. Cloud Storage.
BigQuery). take screenshots ol key operations. write bricl” explanations of
what cach service does, and compile everything into a PDI submited on the
GMIU Portal. '

In House SDP (05 Marks)

Students  will attend  SDP and learn  Building  soft  skills. aptitude.
emplovability alongside the technical cloud computing curriculum. 1t closes
connecting class room learning to the university's  broader placement-
readiness initiative. Student have o submit SDP Certilicate in PDI format on
GMIU Portal,

MCOA2CCTTR0A
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Sr | 5
T Evaluation Methods
No.
Network & Security Lab Task: Students
will configure a Security Group, set up
I MI A, create a basic VPC, and demonstrate
f Cnetwork  access control on any - cloud
- plattorm.

Cloud Sccurity, Networking, and Cost Management

Theory Topics:

Cloud sceurity protects your data and services in the cloud. Basic security
practices: strong passwords, multi-factor authentication (MFA), and least-
privilege access (give users only the permissions they need). Each cloud
platform (AWS. Azure, GCP) has identity and access management tools for
this. Cloud networking basics: Virtual Private Cloud (VPC) creates a private
section of the cloud for your resources. Security Groups act as firewalls.
controlling which traffic is allowed in or out. l.oad Balancers distribute traffic
across multiple servers so no single server gets overloaded. Cloud cost
management: use budget alerts and the free tier wisely to avoid unexpected

bills.

Practical:

28. Enable Multi-Factor Authentication (MFA) on your AWS/Azure/GCP

account.

29. Create a Security Group on AWS that allows only SSH (port 22) and

HTTP (port 80) traffic.

30. Set up a basic VPC with a public subnet on AWS and launch an EC2

instance inside it.

31. Create a budget alert on AWS/Azure to get notified when spending

exceeds a set limit.

L
I

netstal or ss.

L
(93]

and test it.

d
=~

instances.

(]
L

for a simple web app.

_ Write a shell script to check open network ports on a cloud VM using
_Use IAM on AWS to create a policy that allows read-only access to 83
Simulate a basic load balancer setup on AWS by registering two EC2

. Review the cloud pricing calculator (AWS/Azure/GCP) and estimate cost

36. Set up a simple firewall rule on GCP to block all traffic except HTTP and

SSH,

37. Write a script to automate stopping all running EC2 instances using AWS

CLI to save cosl.

Evaluation Mc_lh_nd:

Cloud Computimg and Virtuahization - MOA2COT 05
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20

CCE
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Cloud Cont & Secnrity Case Study:
Student vl analvee a0 piven cloud
cenang, wdentlly wecors ik estimal

I costy and subt a short mdeadual repon
an the ML Poral

Student Chapter Association: Student will

[ fom Cloud Computing and Virtualization

I 4 course  work with hands-on clubes,

| hackathons and guest sessions.

l Total C20 10

- Network & Sccurity Lah Task (20 Marks)

Students will configure a Sceurity Group on AWS (or cquivalem on
Azure/GO), cnable MEA on therr account. and create a basic VIPC with a
public subnet They must demonstrate that their VM is accessible only
through allowed  ports and  show  all configurations  through  console
screenshots,

Cloud Cost & Security Case Study (05 Marks)

Students will be given a simple cloud deployment scenario and must identify
al lcast three sceurity risks, sugpest fixes, and use the cloud pricing calculator
to estimate monthly cost. Findings must be submitted as an individual PDF
on the GMIU Portal.

Student Chapter Association (05 Marks)

Student will join Cloud Computing and Virtualization course work with
hands-on clubs, hackathons, and guest sessions. After altending student have
1o submit certificate in PDE format on GMIU Pontal.

Containers, DevOps, and Multi-Cloud Concepts

Theory Taopics:

Comainers are lightweight packapes that hold an application and everything
it needs 16 run (code, Tibrarics. serings). Docker is the most popular ol for
creating and running comamer, Unhke virtual machines. contamers stan
faster and use fewer resources Kubernetes helps manage mans contamers
PevOps means developers and operations teams working
togcther to delver software lTaster. Key idear automate every thing
1estiny

automatically
burldmeg.
and deploying code CHCD (Continuous Integration € ontinuous
Deploymenty pipehnes do this amomatcally. Mult-C loud means using more

than one cloud provider (e p o AWS © Azure)y 1o avord depending on s single
nidor
O cmputing and Vinualization - MO AT |50
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| Practical:

:
‘ 38 Install Docker on a cloud VM (or use an online Docker playground) and
run a simple hello-world container.

| 39. Write a basic Dockerfile to create a custom image that runs a simple
| Python or shell seript.

| 40. Build and run your custom Docker image: list running containers using
' docker ps. 18 | 20%
E 41. Push your Docker image to Docker Hub (a free public container registry).

| 42. Write a shell seript to display all running containers. their names, and their

sizes.

43. Write a shell script to accept a container name from the user and check its
status.

44. Simulate basic FCFS disk scheduling with a shell script for a list of /O
requests.

45. Simulate SSTF disk scheduling with a shell script and show total seek
distance.

46. Use gzip. zip. and tar to compress and decompress files on a cloud VM
and compare [ile sizes.

47. Write a shell script using arrays to store container names, print all
elements, and search for a specific one.

48. Write a shell script that accepts command-line arguments and prints the
count and values.

Evaluation Method:

Sr.

No Evaluation Methods SEE CCE

Container & Docker Lab: Students
will write shell scripts to build and run a i ,
| Docker container, display container 20 }
Ii details. and simulate a basic disk (1

scheduling algorithm,

Cloud DevOps Case Study: Students
will document a  simple  CICD
workflow  for a given app, identily 10
multi-cloud benelts, and submit a short
individual report on the GMIU Portal.

|2

Total 20 10

| Container & Docker Lab (20 Marks)

; Students will mstall Docker (or use an online environment), write a |
Drockerfile, buld a custom mmage, and ran g contamer They must also write

i Cashellserpto st runming containers and simulate cither FCTS or SSTE disk

i [ sehedulimg AT ouputs must be clearly shown

Cloud Computing and Vicahzaton - MOA2CC 505 Page 8 o1 12
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Cloud DevOps Case Study (10 Marks)

Students will deseribe a simple CHCD pipchine Tor a given web application
scenanio. explain how multi-cloud strateey helps avord sendor Tock-m and
identify two cost-saving techniques: Findimgs must be compiled mio a 1°DI
submitted on the GMILU Portal

Suggested Specification:

Distribution of Theory Marks
(Revised Bloom's Taxonomy)

Lavel ' Remembrance | Understanding | Application Anahvze | Evaluate | Create
‘ (R) (V) | (A) (N\) | (F) L0
. [ . i
|
Werghtage % 15% 15% | 200% 15% 15% 20%,
1 1

Course Qutcome:

After learning the course, the students should be able to:

cor | Iinderstand cloud computing basies, service models, and AWS core sernvices. and explore the AWS

C onsole to manage virtual servers and storage.

lse Microsolt Azure to create and manage virtual machines. blob storage, and resource eroups

Q02
through the Azure Portal.
CO3 Apply Google Cloud Platdorm services such as Compute T ngime and Cloud Storage. and use Cloud
7| Shell and geloud commands for basic automation
CO4 I valuate cloud secunty practices. contigure basic networkimg (VPC Secury Groups), and manage
clood costs using budget alerts and pricmg caleulators
|
COS Demonstrate contmner management using Docker. understand DevOps and CHCD concepts. and

apply mult-cloud strategies with shell scnpung for automation

Instructional Method:

I he course dehvery method waill depend apon the reguirement ol content and need of students

A s of 200 30% of the course coment shall be suggested o deliver thiough Fhpped | earmimyg, where
tudents study dhgtal Tearmmyg resources betore the classroom session Classtoom time shall be utilized b

discusson prablemsolving practical apphications and higher-onder leamimg activaities

Student shall be encouraped 1o use Al powercd leamng |I|;ll|u||l|-. stmlation soltware, s itoal Taboralories
Bptal Bibrancs roscarch databases onhine certhication courses, NPTEL SW AN AN MOOC S aind ol

"

tec hnodoge s cnablod Tearmmpe resomrces Lo strenpthen onceptuad understandimge and poacocal COPU eI

o C crmpatin e and Vartaalization - MO A CC TS0 Fiaae B o 12
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Continuous assessment shall be conducted through Active | carning Assignments (ALAs). quizzes. sKill
demonstrations. presentations. practical exercises. projects. case studics. innovalion actvities. peer assessment.

rellective learning. and industry-oriented tasks instead of relving primarily on conventional written assignments.

Reference Books:

[ 1] Cloud Computing: Concepts. Technology & Architecture - Thomas Erl. Wiley

[2] AWS Certified Cloud Practitioner Study Guide - Ben Piper & David Clinton. Sybex.
|3] Microsoft Azure Fundamentals Exam Guide AZ-900 - Jack L.ee. Packt Publishing.
[4] Google Cloud Platform in Action - JJ Geewax. Manning Publications.

[5] Docker Deep Dive by Nigel Poulton, Independently Published.

. B e d , T 12
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Suggested Assessment Guidelines:
Module-1: Introduction to Cloud Computing and AWS Basics — AWS Console Lab Task
Program Implementation Task (20 Marlks)
Criteria Desceription Marks
Understanding Clear understanding ol cloud service models and AWS console navigation. 5
EC2 & 83 Sctup Correct launch ol EC2 instance and S3 bucket with proper configuration. 5
Shell Seript Working script with basic commands (echo, Is. read) running on the instance. 5
Output & . <
P All tasks exccuted without errors; outputs clearly shown. >
Accuracy !
Total 20)
Module-2: Microsoft Azure — Core Services and Virtual Machines — Azure VM Setup Lab
Program Implementation Task (20 Marks)
Criteria Desceription Marks
Azure Portal - . : ; =
e Ability to navigate Azure Portal and locate key services casily. 5
Navigation
VM Creation & Correct setup ol VM with proper OS, size, and successful SSH/RDP 5
Connection connection, ' -
Storage . ; : ; "
Stor B Suceesslul creation of Blob Storage and file upload/download. 5
Operations
Output & ; ) )
pY2 € All tasks completed without errors; clear screenshots provided. 5
Accuracy
Total 20
Module-3: Google Cloud Platform (GCP) — Storage and Compute — GCP Cloud Shell Lab
Program Implementation Task (20 Marks)
Criteria Description Marks
|

|
GOCP Console
Navigation

FVM & Cloud
Shell Usage

Cloud Camputing

BigQuery.

and Virtualization

MO AT

11505

Correct VM creation and use o Cloud Shell with peloud commands

Ability to navigate GCP Console and locate Compute Ingine, Cloud Storage.
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Output & :
put S Al tashs comphetad hout efTors. corredt sample cuiputs shown <
Accuracy
Total 20
Module—: Cloud Securin. Nemworhing. and Cost Management — Networh & Security Lab Task
Program Implementation Task (20 Marhs)
Criteria Description Marks
Securin : < - s .
2 . - of MFA. 1AM cres, and Sec sroup rules. 3
Coalizurs Correct sewp IF A. 1AM policies. and Security Group rules
VPC & « . .
Networking Proper creation of \ PCL subneL and venfied petw ora connectivity 2
Cost Awareness Correct use of pricing cakculator and budget alert seiup 3
Output & . - : . 5
P All configurations working comecih @ clear screenshois shown 3
Accuracy = = g
Total 20
Modale-3: Containers, DevOps. and Multi-Cloud Concepts — Container & Docker Lab
Program Implementation Task (20 Marks)
C riteria Description Marks
Docher Correct usage of Docher commands. build. run. ps. push. and Dockerfile )
L nderstanding creation :
Shell Seript — . )
el e Working scnipt to display contamner detals and check status 3
( ontainers - :
Disk Scheduling ) :
F Correct simulation of FCES or SSTH with ascurate seek order and distance D
Script
Oulpul & ‘
p All scnipts run without ermors, cormedt a nple oupuls shown ™
Locuracy
I otal 20
L Putng and v oirtualozals M A Sk 12 12
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