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Instructions: t
1. Question No. 1 is compulsory.
2. Make suitable assumptions wherever necessary.
3. Figures to the right indicate full marks.

Marks
Q.1 (a) Explain the main security goals in network secnrity. ns
oleds USRS v YRail qedl (Security Goals) 2 87 deil UHy
(Ul
(b) Differentiate active attack and passive attack. 05
W [5ed W25 o WA W25 a2 dglad Al
(c) Explain the working of the DES algorithm with a block diagram. 10
odls SIAAM YIA DES W RuHs] s1 quendl.
Q.2 (a) Explain the Euclidean Algorithm. How is it used to find the GCD 05
of two numbers? Show all steps with an example.
y(set(Sust AN Rux gf 8?2 A 3dl <ld A Auuldledl GCD (&t
UM (cetleys) 2lladl M2 QUM Al 241d 8?2 dHIH udldi
Gelsl A1 UMl '
(b) Give difference between stream cipher and block mpher‘? 05
WM UID S WA odls A1D5 dRed] d§lcld 4,
OR
(b) State Fermat's Little Theorem. Explain it with a suitable 05
numerical example.
sied [Ged (A2l (Fermat's Little Theorem) 2 87 da Al
dulads Gelsl Mg yHendl.
(¢) Enervpt a eiven plaintext naing playfair aipher. Plaintoxt:. 10
INSTRUMENT and Keyword: MONARCHY
wlel Wgeiesea Playfair Cipher 4% W[5 5. Plaintext:
INSTRUMENT and Keyword: MONARCHY
OR
(¢) Describe the AES algorithm with key features and structure. 10
-+ AES Y0l RuYe{l 211 2ol Yu cgill Yuocl.
Q.3 (a) Discuss Men-in-the-Middle Attack. 05
Hol -Gef-¢-(1Se SUEL y¥ocl.
(b) Discuss the advantages and working of Elliptic Curve 05

Cryptography (JCC).
A[@es sd (5121218l ECC) «ll dleil v st AHemdl,

‘ (¢) Explain the RSA algorithm with key generation, encryption, and
decryption example.
RSA e [RuMel §] setdolel, W[5QLot ol [S[512061ell Bl A&
Yol
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Q3 (a)

(b)
(c)

OR
Describe Diffie-Hellman key exchange protocol with a neat

example. 02
(581-8aRe 81 Aoy W25\ Gersat UIA UM,

Enlist block cipher modes and explain any two. 05
odfls ADE MG ofl U] Glolel] 1al 5165 L 6 Anomeil,

Explain digital signature algorithm with its applications. 10
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