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1. Question No. 1 is Compulsory. 
2. Make Suitable Assumptions wherever necessary. 

3. Figures to the right indicate full marks. 

Q.1 (a) What is cryptography? Explain network security. [$l1sl l2d j? 

(b) What is Modular Arithmetic? Explain the concept with a simple 
example. Hl^ya? lej\2s (Modular Arithmetic) l se 8? H2U 

(c) Describe classical encryption techniques : Substitution and 

Transposition ciphers. Also explain the following with examples:1.Hill 
Cipher 2.Caesar Cipher 4ilZld 2seld lseil 4: aot2d 

HISS (Hill Cipher) 2. ils i852 (Caesar Cipher) 
Q.2 (a) What is GCD (Greatest Common Divisor)? Define it with a simple 

explanation and example. GCD (4EtH HMI eLIYS) ej 8? do 2u 

(b) Discuss Meet-in-the-Middle Attack. ile-Sot-6-Msa sHal 40. 
OR 

(b) List any three block cipher modes of operation,qls HIS^2l S1Si 

(c) What is the Playfair Cipher? Explain its encryption technique with 

rules and a suitable example. 32 HIS$2 (Playfair Cipher) i 3? oil 

OR 

(c) What is Euler's Theorem in number theory? Explain it and solve one 

example step by step. jo Ailai ya2j Acid (Euler's Theorem) / 

Q.3 (a) Describe the structure and working of block ciphers in detail. lS 
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(b) Compare symmetric and asymmetric cryptography. 4H[Hd 4o 

(c) Write a short note on Data Encryption Standard (DES).3i lsll 

OR 

(a) What is public-key cryptography?4(@4s-6 (3ala1gl eË 3? 

(b) Describe the working and security features of public-key cryptography. 

(c) Describe the AES algorithm with key features and structure.AES 

Q.4 (a) What is network security. Why is it important? 243 H2AI e/ 8? d 34 

(b) Explain Viruses and its Types. q4H a doll usil 4. 
(c) What is the Diffie-Hel1man key exchange?5$-84A4 l slge &? 

OR 

(a) What is Trojan? Bxplain How its work. 2l% / ?a 3il 2à s1í s2 8? 
(b) What is penetration testing?A2 4 e/ 8? 
(c) Write the steps involved in key generation for RSA.RSA HI2 SI 

Q.5 (a) Compare and contrast Fermat's Little Theorem and Euler's Theorem. 

Explain their differences and applications in cryptography. $l2 l42q 

(b) explain diffusion and confusion. (S$4o 4od soot 2/ 8? HNI. 

(c) Explain social engineering attacks with types and prevention. Hllerg 

OR 

(a) What is SSL? How does it help secure data transmission. SSL i ? a 

(b) Differentiate between virus and worm. 4H o qi ql dsgd 

(e) Explain the concept of DoS and DDoS with example. DoS a DDoS l 
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