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Diploma Enigineering- End Semester Examination (ESE)-Winter-2025
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Semester: 5
Total Marks: 100

Enrollment No.:
Subject Code: DETIT15214 \
Subject Name: Cryptography and Network Security
Time: 10:30AM To 01:30PM
Instructions:

1. Question No. 1 is Compulsory.

2. Make Suitable Assumptions wherever necessary.

3. Figures to the right indicate full marks.

Marks
Q.1 (a) What is cryptography? Explain network security. (52121151 v2d ¢f? 05

A2as RYR-Al u1es v,

(b) What is Modular Arithmetic? Explain the concept with a simple 05
example. {15442 NN ([25 (Modular Arithmetic) &l $& 82 40
GelEWL A1 detl LI YHldl.

(¢) Describe classical encryption techniques : Substitution and 10
Transposition ciphers. Also explain the following with examples:1.Hill
Cipher 2.Caesar Cipher UU12ld W (w5lel dseils] dudl: A6yl
el 2ledUlzrelel AL sA. «lAsll UIBsAA Gl UI& AHd: 1.(84
ISR (Hill Cipher) 2.4l ALY (Caesar Cipher)

Q.2 (a) What is GCD (Greatest Common Divisor)? Define it with a simple 05

explanation and example. GCD (H&tH AL [AMI1%5) 9] B2 dl w01
2luglHi UL [ld 5] e Gels el AHal,

(b) Discuss Meet-in-the-Middle Attack. Hl2-&e-¢-(H5e gHEl yHostd). - 05

OR

(b) List any three block cipher modes of operation.6dlS B §AL SISULI 05
AQL HLS 21§ luald Al 5.

(c) What is the Playfair Cipher? Explain its encryption technique with 10
rules and a suitable example. @32 ULES (Playfair Cipher) | 8?2 dsil
A [e512lel dxt qund), detl (] wa Y1y Gels A yHey ),

OR
(¢) What is Euler’s Theorem in number theory? Explain it and solve one 10

example step by step. <& [RYIH] YERe] ﬁiiﬂ,ld (Euler’s Theorem) 9|
87 d uHnd) 2t A Gl A udAdidR G3a 1Y),

Q.3 (a) Describe the structure and working of block ciphers in detail. ¢l 05
H188ell 2uetl WA 51 [G31d) A1 Yuontel).



(b) Compare symmetric and asymmetric crypmgmphy.'al{ﬁ{d s
HH M (52)A18] 9 dslad qHeadl.
(c) Write a short note on Data Encryption Standard (DES).52! v (741917
2155 (DES) (@} ¢41 ofl1 auil.
OR

(a) What is public-key cryptography?‘lff_*(‘l&-.‘ﬂ (sreluisl 9 87

(b) Describe the working and security features of public-key cryptography.

y(eas.§) (512181 sl w4a Y21l 4216l yuend),
(¢) Describe the AES algorithm with key features and structure. AES
| Reyyef] el 2 Yuy @RIl YU,

Q.4 (a) What is network security. Why is it important? A2ds Y81 9 87 d 54

Yscayyl 87

(b) Explain Viruses and its Types. 414234 e dell W51 yH2dl.

(¢) What is the Diffie-Hellman key exchange?[s,‘s’l-éﬂﬂvt RN DL QJ 8?2

OR
(a) What is Trojan?Explain How its work. 21%¢1 ] 87 d 2dl 3ld 514 53 &7
(b) What is penetration testing?Us22lel 2(Re31 ¢ 8?
- (c) Write the steps involved in key generation for RSA.RSA HI[2 5]

%e132Uelell UIAE] duil.

Q5 (@) Compare and contrast Fermat’s Little Theorem and Euler’s Theorem.
Explain their differences and applications in cryptography. {anﬂ, (Geg
(o114 A Yo (21411 3 dsldd Q) B2 uiaell daeil 52] wa (5121151
A3 dHell GUaldIl -4,

(b) explain diffusion and confusion. (S8l 2l Sesyosel 9] 8?7 Yuend).

(¢) Explain social engineering attacks with types and prevention. 412146
A (=5 (o131 guel): USIR) A old H1 Auomd),

OR .

(2) What is SSL? How does it help secure data transmission. SSL g] 82 4
32l 2ledMale 3dl 2ld YAed walld 82

(b) Differentiate between virus and worm. A4 e di q«{] dsldd
Ayl

(¢) Explain the concept of DoS and DDoS with example. DoS %al DDoS «il
212] 9] B? Gele ).
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