GYANMANJARI INNOVATIVE UNIVERSITY
Gyanmanjari Diploma Engineering College

Diploma Enigineering- End Semester Examination (ESE)-Winter-2025

Enrollment No.: Date: 03/12/2025
Subject Code: DETIT15214 Semester: 5
Subject Name: Cryptography aﬁd Network Security Total Marks: 100
Time: 10:30AM To 01:30PM

Instructions:

1. Question No. 1 is Compulsory.
2. Make Suitable Assumptions wherever necessary.

3. Figures to the right indicate full marks.

N Marks
Q-1 (a) What is cryptography? Exf)lain network security. ($21A15] 212 ¢j? 05
A2d5 [ASYREeA uxor ). |
(b) What is Modular Arithmetic? Explain the concept with a simple 05
example. H]éﬂq{ AN B (Modular Arithmetic) A 53 B2 A
Gelel 18 deil vulda uuoxd).
. (C)_ Describe classical encryption techniques : Substitution and 10

Transposition ciphers. Also explain the following with examples:1.Hill
Cipher 2.Caesar Cipher WRU212ld A [=512lel dsels] dundl: u(6reeylet
U 2l Bselet 1o, A1l Al sAA Gelsal Al ynond): 1,634
U185 (Hill Cipher) 2.4l UIBSR (Caesar Cipher)
Q-2 (a) What is GCD (Greatest Common Divisor)? Define it with a simple . 05
explanation and example. GCD (H&dH dIHIY Elﬁl%’fs) QL 82 da 4201
AGEI] LA 53] 24A GElSL U12 Aowd),

(b) Discuss Meet-in-the-Middle Attack. Hl2-61-£-(HS& SHE) AMnl. 05
OR
(b) List any three block cipher modes of operation.¢€ls AULBSel SIS 05

QL HLS 2l 32Ut Al 53U,

(¢) What is the Playfair Cipher? Explain its encryption technique with 10
rules and a suitable example. W3R YLTS (Playfair Cipher) 9] 8?2 Al
A [e5190e1 A AHAC, Qetl (2] 4 AU GElS UI8 ¥y 241U,

- OR

(¢) What is Euler’s Theorem in number theory? Explain it and solve one 10
example step by step. «16R (QUIH] YERe] ﬁ{if_,ld (Euler’s Theorem) 9|
82 d Ul ued A Gele UIA WdIeidIR G3e ),

Q-3 (a) Describe the structure and working of block ciphers in detail. ¢-G1% 05

ALOSll 2Uetl wa 519 (o) A1 qu=ad),




(b) Compare symmetric and asymmetric cryptography.i‘.{l-lfi{d Ulo|
i fid (58] d dslad uHdl.
(¢) Write a short note on Data Encryption Standard (DES).521 ¥[e5WQlet
w1958 (DES) (A 251 «ily qudl.
OR
(a) What is public-key cryptography?u(6ads-8l (521161 & 87

(b) Describe the working and security features of public-key cryptography.

uGas- 8] (Bl s e Yretl et w4,
(¢) Describe the AES algorithm with key features and structure.AES
e RuMefl st w HuA d@Rl Y,
Q-4 (a) What is network security. Why is it important? Aeds el g 87 d 34
HEcayRl 87
(b) Explain Viruses and its Types. 1423 3 deil W12 qHstdl.
(c) What is the Diffie-Hellman key exchange?@ﬂ-éﬁlﬂd 5l W suAe 87
' OR
(2) What is Trojan?Explain How its work. 2%+ ¢ 87 d 3dl3ld 51y 53 87
(b) What is penetration testing?Ua2ele 2Rl g 87
(c) Write the steps involved in key generation for RSA.RSA e sl
CEPALLIRIECTECIE
Q.5 (a) Compare and conﬁ;ast Fermat’s Little Theorem and Euler’s Theorem.

Explain their differences and applications in cryptography. 31.18.01 (Geq

(ER012M el Y] [@1M @2 dldd 8] 87 vile(l daetl 521 w4 (512115

83 Auetl GUALIL YHosdl.

(b) explain diffusion and confusion. (S§4aet 12 se6yset 3] B? UL,

(¢) Explain social engineering attacks with types and prevention. g
) o AU 3oL guar): U1l ua oiie Hidf Hundl,

OR

(a) What is SSL? How does it help secure data transmission. SSL ] 87 d
32l 2l Ml 3d) 21 Y2Ued watld B2

(b) Differentiate between virus and worm. 41243 = di d2{l dsldd
yuendl, ‘

(c) Explain the concept of DoS and DDoS with example. DoS 3« DDoS =il
el 9] B2 Gele w(Y),
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