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Instructions: 

1. Question No. l is compulsory. 
2. Make suitable assumptions wherever necessary. 

Figures to the right indicate full marks. 3. 

(b) List out Active Attacks. Explain each in Detail with diagram. 

Q.1 (a) Explain the main security goals in network security. deas Askalui 4 yel qRl (Security Goals) 9? deil 

Q.2 (a) What is SHA? 

Active Attackseil 1l . so gld aLa (qldAIR HHNl. 
(c) Explain the working of the DES algorithm with a block 

diagram. 

SHA ) 9? 
(b) Explain Stream Cipher and Block Cipher. 

OR 
(b) Differentiate symmetric and asymmetric cryptography. 

symmetric and asymmetricoll dslad I 
(c) Encrypt a given plaintext using playfair cipher. Plaintext: 

INFORMATION and Keyword: SECURITY 

OR 

Date: 19/09/2026 
Semester: 5 

NAL LAs2s2 Playfair Cipher qS As2 sl. Plaintext: 
INFORMATION and Keyword: SECURITY 

Total Marks: 60 

Q.3 (a) Discuss Public Key Infrastructure. 

(c) Describe the AES algorithm with key features and structure. 

Public Key Infrastructure H41. 
(b) What is SSLTLS ? Explain in detail. 

OR 

(c) Explain the RSA algorithm with key generation, encryption, and decryption example. 
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Q.3 (a) Define Terms Worms, Virus, Ad-ware, Spy-ware, Trojans. 
ll : Worms, Virus, Ad-ware, Spy-ware, Trojans 

(b) Explain Dos Attack in detail. 

(c) Explain Virtual Private Network in detail. 
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