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1. Question No. 1 is compulsory.
2. Make suitable assumptions wherever necessary.
3. Figures to the right indicate full marks.

Marks
Q.1 (a) Explain the main security goals in network security. 05
Reds RSYRAML yuu Y8l 48l (Security Goals) 2 8?7 Qi
UM% Y],
(b) Listout Active Attacks. Explain each in Detail with diagram. 05
Active Attackse{l ULEl U], €359 2115(d U18) (GOl qHomd),
() Explain the working of the DES algorithm with a block 10
diagram.
adlls SIAM U8 DES WAl Reus] 512 nentc).
Q.2 (a) What is SHA? 05
SHA g} 82
(b) Explain Stream Cipher and Block Cipher. 05
WM A1952 v el UH5 Yuomd).
OR
(b) Differentiate symmetric and asymmetric cryptography. 05

symmetric and asymmetricell d§ldd w4

(¢) Encrypt a given plaintext using playfair cipher. Plaintext: 10
INFORMATION and Keyword: SECURITY
WIUe| o5 Playfair Cipher 43 W[5@ 53l Plaintext:
INFORMATION and Keyword: SECURITY

OR

(c) Describe the AES algorithm with key features and structure. 10

AES e [Reuef] e el Yy d@iei quosd),

Q.3 (a) Discuss Public Key Infrastructure. 05
Public Key Infrastructure ¥Hi1dl.
(b) What is SSL/TLS ? Explain in detail. 05

SSL/TLS 2} 87 [ddlddl yuoxdl.,

(c) Explain the RSA algorithm with key generation, encryption,
and decryption example.
RSA qelRuua §] weideldt, Alesielt wA BEwictedl Gelsaul
A8 Yol

10

OR




Q3 (a)
(b)
(c)

Define Terms Worms, Virus, Ad-ware, Spy-ware, Trojans.
SIUSITRATNE Worms, Virus, Ad-ware, Spy-ware, Trojans
Explain Dos Attack in detail.

DoS A2 (ARl (AatdalR Ll 2414,

Explain Virtual Private Network in detail. 10
aAvAd WIBd2 A2k (A9 (AaddlR quomd.
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