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1. Question No. 1 is compulsory.
9. Make suitable assumptions wherever necessary.
3. Figures to the right indicate full marks.

Marks

Define cryptography. Why is it importani in network secutity? 05
(ER0S1A LAl Rid 53, A2a5 YraUMHi A AR Hecayll B7)
Write a short note on random number generation in cryptography. 05
((B1ASIHE 375 012 %132 UR &1 oAl udl)
Compare various block cipher modes: ECB, CBC, CFB, OFB, and CTR. 10
(@@ wd)s ulB s HIsHell dd«tl 53: ECB, CBC, CFB, OFB, il CTR.)
Define GCD and find GCD (150, 225) using Euclidean Algorithm. 05
(U5 Eet e Rumell GUAlIL 5314 GCD cdlvlfld 53] e GCD (150. 225) 2llyl)
Describe the AES algorithm with its key features and structure. 05
(AES 3160 Reie] detl Hu qaigll A oiuiRel 1A gl 531)

OR
Explain Euler’s theorem and solve an example using it. 05
@aetl WU Ml A Al GuAlat 5314 2s Gelsel G3dl)
Explain the working of the DES algorithm with block diagram. 10
(085 SIUIAIH <3 DES HeN Reiie] 510 ydl)

OR
Define and differentiate between groups, rings, and fields. 10
Y, @24 24 §lesa] il curval il wa dui dsldd ealldl)
Differentiate between passive and active attacks. 05
(s 1 ulsY gHal R dsldd 5
What is the Diffie-Hellman key exchange? 05
(5§l-2an< 5] Asu= 3 87)
Explain the RSA algorithm with key generation, encryption, and decryption example. 10
(] etdlet, 51211 23 (S(5211et1 GELERR UL RSA W RuY UML)

OR
What is public-key cryptography? 05
ufeas-sl (52118l 9 87)
Compare symmetric and asymmetric cryptography. 05

(AUMLGL 4 UYHUHIGL A (Edle] gaetl 521)

Describe classical encryption techniques: Substitution and Transposition ciphers with 10
proper examples.

Y AFselet dsellsle qagld 52 U Gelew U UARRRYAA 2 gleul Bl
UlBsU.)
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