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Instructions: 
1. Question No. 1 is compulsory. 
2. Make suitable assumptions wherever necessary. 
3. Figures to the right indicate full marks. 

Q.1 (a) Define cryptography. Why is it important in network security? 

(b) Write a short note on random number generation in cryptography. 
(c) Compare various block cipher modes: ECB, CBC, CFB, OFB, and CTR. 

(alay uals HLBŞZ ÁŞAl gal sa: ECB, CBC, CFB, OFB, A CTR.) 
Q.2 (a) Define GCD and find GCD (150, 225) using Euclidean Algorithm. 

(alsalSu 4l Gus GCD ild sl 4d GCD (150, 225) lal.) 
(b) Describe the AES algorithm with its key features and structure. 

(b) Explain Euler's theorem and solve an example using it. 
OR 

(c) Explain the working of the DES algorithm with block diagram. 

(c) Define and differentiate between groups, rings, and fields. 
OR 

Q.3 (a) Differentiate between passive and active attacks. 

(b) What is the Diffie-Hellman key exchange? 

Q.3 (a) What is public-key cryptography? 
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(c) Explain the RSA algorithm with key generation, encryption, and decryption example. 
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OR 

(b) Compare symmetric and asymmetric cryptography. 
(c) Describe classical encryption techniques: Substitution and Transposition ciphers with 

proper examples. 
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